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We define a new verification method, called RT-MOBS, for checking real-time requirements 
based on Time Petri nets (TPN). Our approach supports requirements specified using a very 
expressive pattern language, the Property Specification Language (PSL) of Autili, Grusnke et 
al., and relies on marking observers’ verification. RT-MOBS has many distinctive features, 
such as a focus on performances, a compositional method for deriving the observer and 
the target property directly from the structure of the specification pattern, and the ability 
to deal with the whole real-time fragment of PSL. We demonstrate the effectiveness of 
our approach from three industrial use cases: a mobile ad-hoc network system; the model 
of a flight management system, which is realistic with respect to the industry use during 
the architecture evaluation phase; and a model of an order to cash smart contract. Our 
experimental results show that we can achieve performances that are several orders of 
magnitude better than with methods based on an interpretation of patterns into Linear 
Temporal Logic (LTL) formulas.

© 2021 Elsevier B.V. All rights reserved.

1. Introduction

The safety and reliability of real-time systems strongly depend on the satisfaction of its real-time requirements. Formal 
techniques provide an effective solution in this context since they can help automate the verification of system requirements. 
A first step towards establishing a formal verification process is to express target requirements formally. Temporal logics [1]
offer a formal framework to reason and express properties about the occurrence of events/states in a reactive system. 
However, mastering temporal logics may be too challenging and too time-consuming for the engineers that develop critical 
systems, even more so when we want to consider properties that include timing constraints (when we consider timed 
extensions of temporal logics). This is why many researchers have advocated the use of specification patterns [2–4] instead; 
meaning a set of predefined properties schemes that capture most essential classes of requirements that a system must 
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Table 1
Comparison of Real-Time Property Pattern Semantics.

Metric
Logic-based Observer-based

LTL [3] CTL [3] MTL [3] TCTL [3] TA-obs [10] tts-obs [11] TPN-obs [12] RT-MOBS

Qualitative � � � � � � � �
Real-Time × × � � × � � �
Compositional � � � � � × � �
Complete PSL pattern [3] × × � � × × × �
Model checker supported � � × � � � � �
TPN model checking � � × � × � � �
MMC logic � � × × × × � �
Abstraction level of state space +++ ++ + + +++ +++ ++++ ++++

meet. These works have led to the definition of very expressive property specification patterns languages that can be mapped 
to temporal logic for verification purposes. For instance, Autili et al. [3] proposed a structured English grammar, called PSL, 
and showed how well this language could capture the requirements needed in real-world scenarios. Czepa and Zdun later 
confirmed the applicability of this approach [5] which proves, in a controlled experiment, that PSL is easier to understand 
than temporal logic formulas.

Once the patterns are formally defined, the next step is to propose a method for checking these requirements on a 
system. A prevalent solution is to translate each pattern into a formula of temporal logic and then pass the burden of verifi-
cation to an adequate model-checker. Many target logics have been studied in this context: Linear Temporal Logic (LTL) [1], 
Computation Tree Logic (CTL) [6], Metric Temporal Logic (MTL) [7], Timed CTL (TCTL) [8], modal μ-calculus (MMC) [9], etc. 
Another approach relies on the use of (verification) observers [4,10–12] as an alternative to temporal logic. The idea is to 
add a new (virtual) component to the system, the observer, in charge of monitoring compliance to the requirement. The 
observer can trigger a specific internal event when it detects a problem. Therefore, in this case, verification boils down to 
checking a simpler safety property on the composition of the system with the observer.

We compare several existing approaches in Table 1 in terms of their expressiveness (qualitative only or also quantita-
tive/timed, covering all PSL patterns, etc.) and verifiability (e.g. the availability of model checkers). In our work, we focus on 
verifying patterns for systems expressed using Time Petri nets (TPN). We also state whether the approach is applicable to 
TPN and how much it can benefit from the state space abstractions implemented in explicit state model checking.

To summarize the information given in Table 1, the best “logic-based approach” [3] relies on TCTL, which is partially 
supported by some model-checkers, most notably UPPAAL [13], PRISM [14], and Romeo [15]. Other solutions are limited to 
qualitative properties only [3,4,10], or are not supported by a model checker (e.g. MTL).

Our solution, called RT-MOBS, is among the “observer-based” approaches. We have developed RT-MOBS in order to 
overcome some of the limitations identified in Table 1, in particular: (1) be able to use optimized (state space) abstractions; 
(2) to avoid the complexity associated with model-checking TCTL; and (3) to express as many real-time PSL patterns as 
possible. Finally, another main design factor in RT-MOBS is the desire to define a compositional method, where observers 
are built bottom-up from the structure of the pattern they implement. We review each of these assertions below.

Using optimized state space abstractions. Model-checking of timed systems usually relies on a symbolic representation 
of the state space by sets of linear constraints. This is the case with Time Automata (TA) [8], with tools like UPPAAL [16], 
or with TPN and the State Class Graph (SCG) construction, implemented in tools like TINA [17]. Abstractions are necessary 
when we have a dense time model because we may have to deal with a potentially infinite number of time delay events. The 
tool TINA provides different abstractions depending on the class of properties that should be preserved: reachability; linear 
time/trace properties, like with LTL; branching-time properties, like with CTL; . . . As should be expected, abstractions that 
guarantee the less (e.g., only preserving the reachable markings of a TPN) are also the ones that have the best performance 
(generate the smallest state space). In RT-MOBS, we target safety properties when possible. We give some examples of the 
advantages of this choice in the use case of Sect. 6.

Avoiding the Complexity of TCTL. Model-checking full-TCTL is very expensive in practice, as demonstrated with the 
model-checker Kronos [18]. This is why many existing model-checkers for TCTL are restricted to a small subset of the logic. 
Our approach relies on a much more “frugal” temporal logic—an existential fragment of modal μ-calculus (MMC)—and 
uses timing constraints only in the observers of marking graphs, not in the logic. We demonstrate the effectiveness of our 
approach via an industrial use case: the verification of a flight management system model. To show that our method can 
be generalized to other domains’ applications, we also apply it to a smart contract model. Our experimental results show 
that we can achieve performances that are several orders of magnitude better than those methods based on interpretation 
of patterns into Linear Temporal Logic (LTL) formulas in Sect. 6.

Expressiveness and compositionality. We have designed RT-MOBS with explicit goals to cover all the real-time PSL pat-
terns (we do not take into account the probabilistic part of the language). This is achieved by defining a method where 
observers are built compositionally from the structure of the pattern. This has several advantages, like the possibility to 
easily define variants for a more modular approach, which is simpler to check for correctness. We demonstrate the spec-
ification capability of our approach on an industrial use case in Sect. 6: the real-time property specification of a mobile 
ad-hoc network system. Our experimental results show that we can specify industrial requirements in RT-MOBS.
2
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Fig. 1. Real-Time Property Pattern Hierarchy.

The rest of the paper is organized as follows. Section 2 reviews related works on real-time property patterns and intro-
duces background knowledge on TPN and MMC. Section 3 presents the design principles of RT-MOBS. Section 4 defines the 
RT-MOBS semantics for real-time property patterns. Section 5 illustrates how to apply RT-MOBS on a simple pattern in a 
small case study. Section 6 validates the effectiveness of our approach through industrial cases. Section 7 discusses some 
important issues and gives some concluding remarks.

In order to ease the replay of experiments, we provide a public repository to the RT-MOBS observers and industrial case 
models on Github (https://github .com /ningee /RT-MOBS).

2. Background and related work

There are works on the specification and verification of real-time property patterns. In this section, we review their 
characteristics (Section 2.1 and 2.2). Moreover, we give some background knowledge on Time Petri Nets and Modal μ-
calculus in Section 2.3 related to this work.

2.1. Real-time property pattern

The commonly used real-time requirements in concurrent systems can be, for the most part, covered by a finite set of 
properties [19]. These real-time properties can be classified into a set of representative property patterns. As shown in Fig. 1, 
a real-time property is composed of a scope, a timed order, and an occurrence. Roughly speaking, when considering the 
state graph of a system, the scope operator is used to select a subset of reachable states satisfying the occurrence or the 
timed order. The given pattern then qualifies these (state) candidates.

Dwyer et al. [2] performed a large-scale study of specifications containing over 500 temporal requirements and summa-
rized that over 90% requirements could be classified under a shortlist of qualitative temporal property patterns. Konrad and 
Cheng [20] extended real-time property patterns based on Dwyer et al.’s patterns. The concept of property patterns was 
then established to provide a valuable way to handle these requirements. Autili et al. [3] aligned existing real-time property 
patterns to define a single yet comprehensive and coherent property pattern system. They also defined a structured English 
grammar as PSL to facilitate the use of patterns by end-users and to guarantee effective application in real-world scenarios. 
The structured English language defined by Autili et al. can be seen as a full and ultimate solution for the real-time property 
specification problem.

2.2. Verification & verifiability of real-time property pattern

The next step towards formally verifying real-time properties is to map properties to temporal logics. Autili et al. [3]
developed the tool PSPWizard that supports pattern mapping from their natural language PSL to LTL, CTL, MTL, and TCTL. 
Before their work, Dwyer et al. [2] mapped qualitative patterns to LTL and CTL. Konrad and Cheng [20] mapped real-time 
patterns to MTL and TCTL [21]. As an alternative, researchers have investigated using observers to express formal semantics 
of real-time property patterns. Observers are model fragments written in the modeling language, such as timed automata 
and time Petri nets. For example, Gruhn and Laue [4], Castillos et al. [10] used compositional Timed Automata (TA) observers 
as the qualitative property specification formalism. Abid et al. [11] provided a semantics of some real-time specification 
patterns in LTL and Time Transition Systems (tts), a generalization of TPN. Ge et al. [12] defined a subset of PSL language 
3
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Fig. 2. Time Petri Net Example.

using elementary TPN observers. Most mapping semantics are towards LTL/CTL/TCTL that require state space abstractions, 
preserving the set of traces of a language. The trade-off between expressiveness and verifiability is always on the table. This 
paper tries to demonstrate that, at least for the real-time domain, such optimal can not only be approached by trade-off 
but also can be achieved via well-refined observer design.

2.3. Time Petri nets and MMC

Time Petri nets (TPN) [22] are an extension of Petri nets with timing constraints on the transitions. A TPN is a tuple 
〈P , T , •(.), (.)•, M0, (α, β)〉, where:

• P = {p1, p2, ..., pm} is a finite set of places;
• T = {t1, t2, ..., tn} is a finite set of transitions;
• •(.) ∈ (N P )T is the backward incidence mapping;
• (.)• ∈ (N P )T is the forward incidence mapping;
• M0 ∈N P is the initial marking;
• α ∈ (Q≥0)

T and β ∈ (Q≥0 ∪ ∞)T are respectively the earliest and latest firing time constraints for transitions.

TPN provides a formal framework to capture the real-time behavior of concurrent, reactive systems. We use an example 
to explain the syntax and semantics of TPN. A more rigorous presentation can be found in, e.g., [23]. The TPN in Fig. 2
models the concurrent execution of a process with two tasks scheduled in parallel. Each transition in a TPN is decorated 
with a (static) time interval that constrains its firing time. In this net, the place P_init is initially marked with one token. 
Hence the transition T_fork is enabled and should fire immediately (with a delay included in the interval [0, 0]). Upon 
firing, tasks T1 and T2 start on the same date. Intuitively, each transition, say t , is associated with a local clock that starts 
once it is enabled; then, the transition can fire when its clock value is between α(t) and β(t). For instance, due to their 
time constraints, transition T1_end always fires at most 4 units of time (u.t.) before T2_end. Once the two tasks have 
finished (there are two tokens in place P_join), the system can either exit or restart the whole execution.

Our work relies on the model-checking toolbox TINA [24]. TINA provides tools for the edition and analysis of Time 
Petri nets and their extensions: inhibitor and read arcs, priorities, and stopwatches. It includes tools for the exploration of 
reachability graphs (tina and sift) that support a large choice of state abstractions; a LTL model-checker (selt); and a model-
checker for an existential fragment of MMC (muse) that can also be used for CTL. Indeed, modal μ-Calculus (MMC) [9] is 
more expressive than CTL, in the sense that every CTL formula can be translated into MMC.

MMC formulas are interpreted over labeled transition systems and express properties about the state (marking of places 
in our case) and the transitions in a system. Moreover, the validity of MMC formulas is defined for a given state in a system, 
and we can define the semantics of a formula as the set of states where it is valid. (We say that a formula is true when it 
is valid everywhere.)

The syntax of MMC is built from logical operators and a set of atomic properties. For example, property p≥ q is true 
for all states where the marking of place p is greater (or equal) than the marking at q. The most basic modalities in MMC 
are of the form [A]φ or 〈A〉φ. The “box” modality, [A]φ, is true for states s in the state graph A such that, for all transitions 
s α→ s′ , originating from s and such that label α matches A; property φ is true in (the successor) s′ . Dually, the “diamond” 
modality 〈A〉φ is true for all the states where there exists such a transition in A. Finally, the truth values T , F (for True and 
False) stands for the set of all possible transitions (respectively, the empty set).

For example, formula 〈a〉(p ≥ 1) is true for all states s that have, at least, one transition s t→ s′ such that t has label a
and place p is marked in s′ . Likewise, property [T ]F is true in all states that are deadlocked (since, if they had an ongoing 
transition, property F should be true for the target, which is not possible).

In the following, we use N(φ) to denote the cardinality of φ (the number of states satisfying φ) and N(AS ) for the total 
number of states in the state graph for system S . In particular, given a state graph AS , we have N(φ) = 0 when property φ
is not satisfiable in AS (we also say that φ is false on S) and N(φ) = N(AS ) when it is “true everywhere” (we say that φ is 
valid for S).
4
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Fig. 3. Observer Structure.

3. RT-MOBS pattern system

Our primary goal is to define a method for specifying and checking real-time patterns on a system. We want our method 
to cover possible real-time requirements, to be automatic, to be compositional (each high-level pattern should be obtained 
from the composition of low-level ones), and to be as efficient as possible. Our method is based on the composition of 
event observers with a system (where both the system and the observers are expressed as TPN) and relies on the model-
checking of MMC properties on the overall composition.2 Before defining the semantics of observers, we discuss some of our 
design choices (Sect. 3.1) and the principles used to guarantee the soundness, composability, and performance of RT-MOBS 
(Sections 3.2 to 3.4).

3.1. Structure of observers

A precondition of our approach is that the system should be modeled using time Petri nets or Petri nets. In our approach, 
an observer is a TPN that will be composed with the system (another TPN) by connecting transitions in the system to places 
in the observer, with an outgoing arc (see Fig. 3). In this example, the observer is “grafted” to the system using regular arcs, 
joined at the target transitions (T A and T B ) in system components A and B .

One specificity of our approach is that we can adapt the observer’s design depending on a set of constraints on the 
behavior of a system. For instance, if we know that the system can never have two occurrences of the same event occurring 
less than 1 ms apart, then we can use a simpler observer that says if we only know that two instances of an event cannot 
occur on the same date. Consequently, we can use more straightforward versions of our observers when possible that do 
not need to take into account complex behaviors (like Zeno traces, for instance). This, in turn, the design of our observers 
can help improve the performances during verification. Another design choice is that we will always express the validity 
of a pattern as a reachability property, in the existential fragment of MMC, over the composition of the system and the 
observers.

3.2. Soundness of observers

Soundness, in our case, can be expressed as the combination of two properties: (1) an observer should not impact 
the system’s behavior by forbidding behaviors of the system, or by introducing extra behaviors; and (2) observers should 
preserve time divergence, meaning that an observer should never stop the evolution of time (or introduce a time deadlock).

The structure of RT-MOBS ensures that an observer cannot duplicate a transition from the system and will never add 
new priorities to the system (as it is possible when using an unrestricted synchronous composition of nets). Likewise, 
target transitions can only add tokens to an observer’s place and will never consume tokens from them. These syntactic 
restrictions are enough to ensure that our observers are innocuous, meaning that an observer can never block an execution 
trace of the system, or add new ones. In addition to these (structural) conditions, we also check the soundness of observers 
using model-checking. More precisely, we check the innocuousness of an observer, independently from the system, using an 
automatic method proposed in one of our previous work [25].

3.3. Composition of observers

As defined by previous works, a real-time property pattern consists of conceptually a scope, an occurrence/order, and 
some time constraints. In our approach, we have defined an observer structure for each component and its interface. When 
an RT-MOBS observer for a real-time requirement is constructed, we first identify the three components in the requirement, 
then compose the observer structures through the interfaces.

Given a pattern, we build a set of observers that corresponds to its different syntactical components (see Fig. 1): its 
scope (S), order (TO), occurrence (TC), and their associated time constraints. Each of these (sub-)observers is associated with 

2 Note that all existing solutions only handle events in the formal semantics of real-time property patterns. We follow the same philosophy as others in 
this work. For states in the pattern, we handle them using their starting and ending events.
5
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Fig. 4. Composition of Observers.

Fig. 5. Satisfaction of Real-Time Property Pattern.

an MMC formula, denoted respectively mmc(S), mmc(TO) and mmc(TC) for calculating the number of states satisfying the 
pattern composition (see Fig. 4).

The satisfaction of a real-time property pattern is computed by counting the number of states satisfying the MMC 
formula in the reachability graph. As shown in Fig. 5, the satisfaction of property pattern depends on the intersection of 
states satisfying TO/TC and S in the state space of a system. The constraints can be expressed using a simple equality test 
between the cardinality of these sets.

3.4. Lower verification cost

We follow two principles to improve the performance of our approach. First, we always try to select observers that enable 
the use of the most efficient (state class graph) abstraction for model-checking. TINA provides several possible abstractions 
for exploring the state space of a system, each with different trade-offs. For instance, we can generate smaller state-space 
when the model does not use priorities. Likewise, the use of stopwatches is generally more expensive. We can also select 
better abstractions when we only need to compute the set of reachable markings and not the set of all traces (or if we 
want to preserve branching properties). Also, we always try to minimize the number of places in the observer. Since it is 
difficult to foresee the effect (on the size of the state space) of composing an observer with a system, we have experimented 
with different implementations and kept those that were giving better results in practice. In the future, we plan to define 
better heuristics that would allow us to select “a good” implementation for an observer (given a list of safe, predetermined 
choices) depending on the system being studied.

4. RT-MOBS semantics

This section addresses the language used for expressing patterns. We chose to use the Pattern Specification Language 
(PSL) defined by [3], which is a requirement language based on the use of structured English sentences. Since we focus 
on real-time constraints, we left out the part of PSL dealing with probabilities. Another difference is with the Minimum 
Duration, Maximum Duration, and Recurrence modifiers, which occur as occurrence patterns in PSL. Here, we prefer to follow 
the classification of Konrad and Cheng [20] and classify these modifiers as time constraints. The resulting (slightly modified) 
grammar for the PSL language is given in Table 2.

4.1. Semantics of scope

Each pattern has a scope, which defines the extent of the system execution over which the pattern must hold. There 
are five kinds of scopes: global (the entire system execution), before (the execution up to a given event/state), after (the 
6



N. Ge, S. Dal Zilio, H. Liu et al. Science of Computer Programming 206 (2021) 102624
Table 2
PSL Structured English Grammar (slightly modified) [3].

Q , P , R, S, T , Z ∈ E vents/State
t P

u , t P
l ∈R+ , where P is the associated event and tu, tl are the upper and lower time bounds, respectively

Property ::= Scope, Pattern.
Scope ::= Global | Before{R} | After{R} | Between{Q} and {R} | After{Q} Until {R}
Pattern ::= Occurrence | Order
Occurrence ::= Universality | Absence | Existence | BoundedExistence
Universality ::= it is always the case that {P} [holds] [Time(P)]
Absence ::= it is never the case that {P} [holds] [Time(P)]
Existence ::= {P} [holds] eventually [Time(P)]
BoundedExistence ::= {P} [holds] at most n times [Time(P)]
Order ::= Precedence | PrecedenceChain1N | PrecedenceChainN1 | Until | Response |

ResponseChain1N | ResponseChainN1 | ResponseVariance
Precedence ::= if {P} [holds] then it must have been the case that {S} [has occurred] [Interval(P)] before {P} [holds]
PrecedenceChain1N ::= if {S} [has occurred] and afterwards ({Ti } [UpperTimeBound(Ti)] [Constraint(Ti)]) [hold] then it must 

have been the case that {P } has occurred [Interval(S)] before {S} [holds] [Constraint(S)]
PrecedenceChainN1 ::= if {S} [has occurred] then it must have been the case that ({S} and afterwards ( {Ti } [UpperTimeBound(Ti)] 

[Constraint(Ti)]) [have occurred] [Interval(P)] [Constraint(P)] before {P} [holds]
Until ::= {P} [holds] without interruption until {S} [holds] [Time(P)]
Response ::= if {P} [has occurred] then in response {S} [eventually holds] [Time(S)]
ResponseChain1N ::= if {P} [has occurred] then in response {S} [eventually holds] [Time(S)] [Constraints(S)] followed by

{Ti } [Time(Ti)] [Constraints(Ti)] [eventually hold]
ResponseChainN1 ::= if {S} followed by {Ti } [Time(Ti)] [Constraint(Ti)] [have occurred] then in response {P} [eventually holds]

[Time(P)] [Constraint(P)]
ResponseInvariance ::= if {P} [has occurred] then in response {S} [holds] continually [Time(P)]
Constraint(P) ::= without {ZP} holding in between
Time(P) ::= UpperTimeBound(P) | LowerTimeBound(P) | Interval(P) | MinimumDuration | MaximumDu-

ration | Recurrence
UpperTimeBound(P) ::= within tP TimeUnits
LowerTimeBound(P) ::= after tP TimeUnits
Interval(P) ::= between tP

l and tP
u TimeUnits

MinimumDuration ::= once {P} becomes satisfied it remains so at least t TimeUnits
MaximumDuration ::= once {P} becomes satisfied it remains so for less than t TimeUnits
Recurrence ::= {P} [holds] repeatedly every t TimeUnits
TimeUnits ::= any denomination of time (e.g., seconds, minutes, hours, days, or years)

execution after a given event/state), between-and (any part of the execution from one given event/state to another given 
event/state), and after-until (like between but the designated part of the execution continues even if the second event/state 
does not occur).

The RT-MOBS scope semantics is given in Table 3. For each scope, we define one TPN observer and a constraint on the 
(cardinality of the) MMC formula. For each scope, we define two expressions, one is to count the number of states satisfying 
the formula, and the other is to check whether the formula holds. Take scope before as an example. The TPN observer in 
Table 3 observes the occurrence of event E. The formula N(S) = mmc(¬before) is to count the number of states satisfying 
¬before �= 0. The formula N(S) �= 0 is to check whether the event E has occurred. N(S) �= 0 holds, if E has not occurred.

4.2. Semantics of occurrence

To repeat the words of Dwyer [2], occurrence modifiers are used to express constraints on the existence of some 
states/events, or lack thereof, during system execution. The semantics of occurrence modifiers is given in Table 4.

Universality (also known as Globally or Always) states that a given event occurs throughout a scope. The number of states 
satisfying the “university” occurrence in the scope S equals to that satisfying the scope.

Absence (also known as Never) states that a given event never occurs within a scope. The number of states satisfying the 
“absence” occurrence in the scope is zero.

Existence (also known as Eventually or Future) states that an event must occur within a given scope. The set of states 
satisfying the “existence” occurrence in the scope is not empty.

Bounded Existence states that a given event must occur a fixed number of times within a scope. Variants of this pattern 
can specify a minimum or maximum bound on the number of occurrences.

4.3. Semantics of order

Following the definition by Dwyer et al. [2], order patterns describe constraints over the relative order in which 
events/states can occur during system execution. The semantics for order modifiers is given in Table 5. Note that these 
patterns express only “qualitative (temporal) properties”, regardless of any time constraints.
7
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Table 3
RT-MOBS Scope Semantics.

Scope (S) Observer Semantics MMC Formula Description

Global - N(S) = N(AS) N(S) is the number of states in the 
entire state graph.

Before E
N(S) = mmc(¬before) N(S) is the number of states with 

marking before= 0.

N(S) �= 0 N(S) �= 0 holds, if there are states 
satisfying the before scope S.

After E
N(S) = mmc(after) N(S) is the number of state with 

marking after= 1.
N(S) �= 0 N(S) �= 0 holds, if there are states 

satisfying the after scope S.

Between E1 and E2

N(S) = mmc(¬before∧ after) N(S) is the number of states with 
marking (before,after) = (0,1).

N(S) �= 0 N(S) �= 0 holds, if there are states 
satisfying the between-and scope S.

After E1 Until E2
N(S) = mmc(after∧ ¬until)

+ mmc(after∧ until)

N(S) is the number of states with 
marking (after,until) = (1,0) and 
that with marking 
(after,until) = (1,1).

N(S) �= 0 N(S) �= 0 holds, if there are states 
satisfying the after-until scope S.

Table 4
RT-MOBS Occurrence Semantics.

Occurrence (C) Observer Semantics MMC Formula Description

Universality mmc(occ∧ S) == N(S) E holds on all states in the scope S
Absence mmc(occ∧ S) == 0 E does not occur in the scope S
Existence mmc(occ∧ S) �= 0 E occurs in the scope S

Bounded Existence
mmc((occ≤ K) ∧ S) == N(S) E occurs maximal times in the scope S.
mmc((occ≥ K) ∧ S) == N(S) E occurs minimal times in the scope S

Precedence captures a basic ordering relationship between a pair of events/states, where the occurrence of the first 
event/state is a necessary pre-condition for the occurrence of the second. We say that the occurrence of the second 
event/state is enabled by the occurrence of the first.

Response (also known as Follows or Leads-to) describes a constraint such that every occurrence of a given cause, must 
always be followed (eventually) by a given effect. The response allows effects to occur without causes.

BoundedInvariance (also known as Response Invariant) captures a situation in which the occurrence of a stimulus must 
be followed by an “always on” response (i.e., the response must hold continually.

Until describes a scenario in which an event/state will eventually hold within a given time deadline, and such that 
another given event/state must hold continuously before this happens. An example of Until order is “Globally. Event E1 
holds without interruption until event E2 holds.”

Take precedence order as an example, the TPN observers in Table 5 observe the occurrence of events. The MMC formula 
is to check whether the event E2 is enabled by E1 using the MMC formula ¬p1∨ p1∧ p2. If E2 is enabled by E1, this 
formula holds on all the states in the state graph.

PrecedenceChain is a generalization of the Precedence pattern. Two variants are identified: (1) N-causes and 1-effect (N:1) 
to express that a given event/state can only occur after a given sequence of causal events/states, and (2) 1-cause and N-
effects (1:N) to indicate that a sequence of dependent events/states can only occur after a given causal event/state. (1:N) 
and (N:1) precedence chain patterns follow the same order semantics in our approach.

ResponseChain is a generalization of the Response pattern with more than one cause (or stimuli) or more than one effect. 
Like with PrecedenceChain, we have two variants: N-stimuli followed by 1-response (N:1) or 1-stimulus and N-responses 
(1:N).

4.4. Semantics of time constraints

The addition of time constraints can further restrict all the previous modifiers. We list the RT-MOBS time constraint in 
Table 6.

(Upper|Lower) TimeBound defines constraints on the time interval at which a given event/state should occur.
Interval defines both upper and lower time bounds where a given event/state should occur.
(Minimum|Maximum) Duration expresses a real-time constraint such that every time a specific event/state occurs (e.g., a 

state formula switches from False to True), it should remain True for at least (or at most) t u.t.
8



Table 5
RT-MOBS Order Semantics.

Order (O) Observer Semantics MMC Formula Description

Precedence (E2 is 
enable by E1)

N(O) = mmc
(
(¬p1∨ p1∧ p2) ∧ S

) N(O) is the number of states satisfying 
the precedence order in the scope S.

N(O) �= 0 The precedence pattern holds, if N(O) is 
not zero.

N(O) = mmc
(
¬(¬p1∧ p2) ∧ S

)
N(O) is the number of states satisfying 
the response order in the scope S.Response (E1 leads 

to E2) N(O) �= 0 The response pattern holds, if N(O) is 
not zero.

Response 
Invariance

N(O1) = mmc
(
¬(¬p1∧ p2) ∧ S

)

N(O2) = mmc
(
(p1∧ p2) ∧ S

)
N(O1) is the number of states 
satisfying response order in the scope 
S. N(O2) is the number of states 
satisfying E2 holding continually in S.

(
N(O1) �= 0

)
∧

(
N(O2) == mmc(p2∧ S)

) The pattern holds, if N(O1) is not zero, 
and N(O2) equals to the number of 
states having E2 held in S.

Until
N(O) = mmc

(
(p2⇒ ¬p1) ∧ S

)
N(O) is the number of states satisfying 
until order in the scope S.

N(O) == N(S) The pattern holds, if N(O) equals to the 
number of states in the scope S.

Precedence Chain
(E2 is enabled by 
E1 , E3 is enabled 
by E2)

N(O1) = mmc
(
(¬p2∨ p2∧ p1) ∧ S

)

N(O2) = mmc
(
(¬p3∨ p3∧ p2) ∧ S

)
N(O1) is the number of states satisfying 
the precedence order between E1 and 
E2 in the scope S. N(O2) is the number 
of states satisfying the precedence 
order between E2 and E3 in S.

(
N(O1) �= 0

)
∧

(
N(O2) �= 0

)
The precedence chain pattern holds, if 
N(O1) and N(O2) are not zero.

Response Chain
(E1 leads to E2 , 
E2 leads to E3)

N(O1) = mmc
(
¬(¬p1∧ p2) ∧ S

)

N(O2) = mmc
(
¬(¬p2∧ p3) ∧ S

)
N(O1) is the number of states satisfying 
the response order between E1 and E2 
in the scope S. N(O2) is the number of 
states satisfying the response order 
between E2 and E3 in S.

(
N(O1) �= 0

)
∧

(
N(O2) �= 0

)
The response chain pattern holds, if 
N(O1) and N(O2) are not zero.

Fig. 6. Case Study on Interval-Constrained Response Pattern.

Recurrence is used to define a (maximal) duration during which a state formula should hold at least once. This is useful, 
for example, to define requirements such as “a controller must check the value of the sensors every ten milliseconds.”

5. Case study: interval-constrained response property pattern

We conduct a case study on Interval-Constrained Response Property Pattern to show how RT-MOBS works. The case 
study system is shown in Fig. 6. This system is composed of three concurrent processes E1, E2, and E3, modeled as TPN, 
that each executes only once. We also have the behavior that E2 starts between [4, 6] after the start of E1.

The real-time requirement for system, specified in PSL, is: Before E3, if E1 occurs, then in response E2 eventually holds
between 2 and 5 seconds. This property can be decomposed into the following parts:

• Scope: Before
• Order: Response Pattern
• Time Constraint: Interval [2, 5]

The observer for this pattern is the net obtained by composing a Before scope observer, a Response order observer, and 
a Interval time constraint observer, as shown in Fig. 7. This property is assessed using the MMC formulas given in Table 7. 
The result shows that this property holds.
N. Ge, S. Dal Zilio, H. Liu et al. Science of Computer Programming 206 (2021) 102624
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Table 6
RT-MOBS Time Constraint Semantics.

Time Constraint (T) Observer Semantics MMC Formula Description

Upper Time Bound N(T) = mmc
(
¬(¬p1∧ p2)

) N(T) is the number of states satisfying 
time constraint T in the state graph.

mmc(¬p1∧ p2) == 0
T is true, if no state with marking 
(p1,p2) = (0,1) in the state graph.

Lower Time Bound
N(T) = mmc

(
¬(p1∧ p2)

)
N(T) is the number of states satisfying 
time constraint T in the state graph.

mmc(p1∧ p2) == 0 T is true, if no state with marking 
(p1,p2) = (1,1) in the state graph.

Interval

N(T) =
mmc

(
¬(p1∧ p2) ∧ ¬(¬p3∧ p4)

) N(T) is the number of states satisfying 
time constraint T in the state graph.

mmc(p1∧ p2) == 0
mmc(¬p3∧ p4) == 0

T is true, if no state with marking 
(p1,p2) = (1,1) and (p3,p4) = (0,1)

in the state graph.

N(T) = mmc
(
¬(p0∧ ¬p1)

)
N(T) is the number of states satisfying 
time constraint T in the state graph.

Minimum Duration
mmc(p0∧ ¬p1) == 0 T is true, if no state with marking 

(p0,p1) = (1,0) in the state graph.

Maximal Duration

N(T) = mmc(¬p0) N(T) is the number of states satisfying 
T in the state graph.

mmc(p0) == 0
T is true, if no state with marking 
p0= 1 in the state graph.

Recurrence

N(T) = mmc(p1∧ p2∧ p3) N(T) is the number of states with 
marking (p1,p2,p3) = (1,1,1).

N(T) �= 0 E1 holds repeatedly every t time units 
in S (for example, E1 holds 3 times in 
S). This periodic time constraint is 
true, if no state in the state graph 
satisfies T.

Table 7
RT-MOBS MMC Formulas for Case Study.

Pattern MMC Formula Result

Before scope mmc(¬p9) �= 0 True
Response order mmc(¬(¬p3∧ p4)) �= 0 True
Interval lower bound mmc(¬(p5∧ p6)) �= 0 True
Interval upper bound mmc(¬(¬p7∧ p8)) �= 0 True

Real-time property
mmc

(
¬(¬p3∧ p4) ∧ ¬(p5∧ p6)

∧¬(¬p7∧ p8) ∧(¬p9)
)

�= 0
True

Fig. 7. Observers Semantics for the Case Study.
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Fig. 8. Architecture of FMS.

6. Industrial application of RT-MOBS

This research makes two contributions. First, we have defined RT-MOBS, compositional observers semantics for real-time 
property patterns based on TPN and MMC. This semantics performs better than state-of-the-art semantics in two aspects: 
(1) it is the first TPN observer semantics covering full real-time property patterns aligned by Autili et al. [3]; (2) instead 
of complex temporal logics like TCTL, RT-MOBS relies on MMC logics, which can be much less expensive in term of model 
checking cost. The second contribution is that we have applied this approach within an industrial context.

In this section, we discuss the appropriateness of our approach. In particular, we show in Sect. 6.1, that RT-MOBS ad-
dresses actual industrial real-time property specification problems, and explore, in Sect. 6.2, a concrete industrial case study 
arising from the SATRIMMAP (SAfety and Time cRItical Middleware for future Modular Avionics Platforms) project to illus-
trate how RT-MOBS add specific value to the real-time property verification in industry. We also show how our approach 
can solve the specification and verification problem for the smart contract models used in the blockchain in Sect. 6.3.

6.1. Mobile ad-hoc network

In order to assess the specification effectiveness of RT-MOBS, we applied it to an industrial case study. We demonstrate 
how our approach maps PSL patterns to TPN observers and MMC formulas. The case study concerns the development 
of an indoor positioning system comprising a series of interacting Mobile Ad-Hoc Network devices (DM) and Frequency 
Hopping Ultra Wide-Band devices (DU). THALES Italy has proposed this case study in the European Presto project (see 
https://www.rapitasystems .com /about /research -projects /presto). Details about the system behavior can be referred to [3]. 
The validation makes use of representative requirements in Table 8. We argue that RT-MOBS allows engineers who are 
unfamiliar with the use of TPN model checking and MMC to produce correct observer semantics from real-time property 
patterns expressed in PSL.

6.2. Flight management systems

This industrial case study is a part of a flight management system (FMS) satisfying latency property [26]. The architec-
ture of the FMS is as shown in Fig. 8. Seven modules, from Module1 to Module7 are used to map the avionic functions. 
The communication behavior follows the standard ARINC 664 [27] implemented in AFDX (Avionics Full-Duplex Switched 
Ethernet) [28] networks. The modules are globally asynchronous. Each function on the module periodically executes at fixed 
times. The pilot and co-pilot enter command data through the keyboard of the computer unit. The requested information 
is then returned and displayed on the multiple function display (MFD) unit after being computed by other functions. Each 
function is allocated to a partition of a module. Each partition is described by the following real-time features: a period of 
repetition, duration of the slot, and offset in the MAjor time Frame (MAF). Each function has a worst-case execution time 
no greater than the partition’s duration. Details of the architecture model can be referred to [29,26,30].

The FMS must satisfy the latency requirement on some functional chains. The latency corresponds to the time elapsed 
between an event at the beginning of a functional chain and the first event depending on it at the end of the chain, i.e., 
a sporadic input must result in output within some time or after some time. The latency requirements and its formal 
semantics are defined in Table 9.

We argue that RT-MOBS allows users to produce high-performance formal semantics for the verification of real-time 
property patterns. There are 37 places and 35 transitions in the TPN model, including the observer structure. The state and 
11
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Table 8
Pattern Validation on Mobile Ad-hoc Network Application.

N. Pattern PSL Property Specification Observer Semantics MMC Formula

1 Lower Time 
Bound 
Constrained 
Absence

Globally, it is never the case that
{a DM remains without a DM 
master associated} (E1) after {it is 
started} (E2) within 2000 ms.

mmc(p1∧ p2) == 0

mmc
(
¬(p1∧ p2)

)
== N(AS)

Note: N(AS) is the number of states in the
state graph.

2 Upper Time 
Bound 
Constrained 
Universality

Globally, it is always the case 
that {the network synchronization 
is performed} (E1 for 
synchronization starts, E2 for 
synchronization ends) within 
7000 ms.

mmc(¬p1∧ p2) == 0

mmc
(
¬(¬p1∧ p2)

)
== N(AS)

Note: N(AS) is the number of states in the
state graph.

3 Upper Time 
Bound 
Constrained 
Response 
Pattern

Globally, if {the MANET 
Synchronization component sends 
its time reference to the OMAP 
Synchronization component} (E1),
then in response {the OMAP 
Synchronization component must 
forward this message to OMAP} 
(E2) within 100 ms.

mmc(¬p1∧ p2) == 0
mmc(¬p3∧ p4) == 0

mmc
(
¬(¬p1∧ p2) ∧ ¬(¬p3∧ p4)

)
�= 0

4 Response 
Chain 
Pattern, 1 
cause 2 
effects

Globally, if {a HELLO message has 
been sent from DMi to the Local 
Node of the OLSR} (E1), then in 
response {the message is 
forwarded to the MPR Selector Set 
component} (E2) followed by {an 
update performed by this 
component} (E3).

mmc(¬p1∧ p2) == 0
mmc(¬p2∧ p3) == 0

mmc
(
¬(¬p1∧ p2) ∧ ¬(¬p2∧ p3)

)
�= 0

5 Upper Time 
Bound 
constrained 
Response 
Chain 
Pattern, 2 
cause 1 
effect

Globally, if {a matrix update has 
been received by DM1 from DM2} 
(E1) followed by {DM3} (E2),
then in response {DM1 performs 
an update} (E3) within 1000 ms.

mmc(¬p1∧ p2) == 0
mmc(¬p2∧ p3) == 0
mmc(¬p4∧ p0) == 0

mmc
(¬(¬p1∧ p2) ∧ ¬(¬p2∧ p3)∧

¬(¬p4∧ p0)
) �= 0

6 Precedence 
Pattern

Globally, if {a TC message is sent 
from the Local Node of the OLSR to 
DMi } (E2), then it must have 
been the case that {Local Node 
queried MRP Selector Set} (E1)
before {sending the TC message} 
(E2).

mmc(¬p2∨ p2∧ p1) �= 0

7 Precedence 
Chain 
Pattern, 3 
cause 1 
effect

Globally, if {an HELLO message is 
sent from the Local Node of the 
OLSR to DMi } (E1), then it must 
have been the case that {Local 
Node queried Link Set} (E2) and 
afterwards {Local Node queried 
Neighbor Set} (E3), and 
afterwards {Local Node queried 
MPR Set} (E4) before {sending 
the HELLO message} (E1).

mmc(¬p3∨ p3∧ p2) �= 0
mmc(¬p4∨ p4∧ p3) �= 0
mmc(¬p1∨ p1∧ p4) �= 0

transition numbers in the generated state graphs preserving LTL and MMC are given in Table 10. It is shown that for the 
upper time-bound constraint response property, the state graph preserving MMC (1250 states and 4995 transitions) is much 
smaller than the one preserving LTL (7706776 states and 13319875 transitions). The proposed RT-MOBS approach achieved 
x6165 speedup on our FMS industrial case. To compare with the state graph preserving CTL formula, we launched tina 
-A option on a server with 96G memory. After 24 hours, the computation is out of memory. As known, the computation 
of state graph preserving TCTL is much more expensive than the one preserving CTL. Thus, we conclude that RT-MOBS 
performs better in terms of verification cost than the TCTL semantics defined in [3]. The same conclusion is acquired for 
the lower time-bound constraint response property
12
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Table 9
Real-Time Requirements in FMS.

Pattern PSL Property Specification Observer Semantics MMC Formula

Upper Time 
Bound 
Constrained 
Response

Globally, it is always the case 
that if { a request is sent from KU1
on the functional chain 
[KU1,FM1,NDB,FM1,MFD1] by 
the pilot}, then in response
(req) {the first display message is 
displayed on MDF1} (display)
within 700000 μs.

mmc(¬p2∧ p3) == 0
mmc(¬p0∧ p1) == 0

mmc
(¬(¬p2∧ p3) ∧ ¬(¬p0∧ p1)

) �= 0

Lower Time 
Bound 
Constrained 
Response

Globally, it is always the case 
that if {a request is sent from KU1
on the functional chain 
[KU1,FM1,NDB,FM1,MFD1] by 
the pilot} (req), then in 
response {the first display 
message is displayed on MDF1} 
(display) after 75000 μs.

mmc(¬p2∧ p3) == 0
mmc(p0∧ p1) == 0

mmc
(¬(¬p2∧ p3) ∧ ¬(p0∧ p1)

) �= 0

Table 10
Statistics of State Graph.

Pattern State graph option States Transitions

Upper Time 
Bound 
Constrained 
Response

sift -incl (MMC) 1250 4995
tina -M (MMC) 76043 162780
tina -W (LTL) 7706776 13319875
tina -A (CTL) Out of memory

Lower Time 
Bound 
Constrained 
Response

sift -incl (MMC) 1535 6447
tina -M (MMC) 17128 44927
tina -W (LTL) 4754853 7833585
tina -A (CTL) Out of memory

In fact, TINA builds various state space abstractions for Time Petri nets. The option “tina -A (CTL)” builds the arborescent, 
or atomic, state class graph of a Time Petri net. The arborescent state class graph preserves liveness properties and CTL 
properties. The option “tina -W” builds the linear state class graph of a Time Petri net. The linear state class graph preserves 
marking reachability properties and LTL properties. The option “tina -M” is typically faster than “tina -W” and yields smaller 
state space abstractions, because only the marking properties are preserved and the firing sequences are not preserved. The 
option “sift -incl” has the effects of “tina -M” if no priorities are specified, and it also identifies two state classes when one 
is included in the other.

6.3. Order to cash smart contract

To widen the application domain and show the generalization, we apply our approach to a smart contract case. A smart 
contract is a computer program executing transactions automatically on the blockchain platforms. As the code of the smart 
contract is not allowed to be revised once it is deployed on the blockchain, there is a strong demand for formal specification 
and verification. Verifying real-relevant requirements is one of the key tasks for guaranteeing the quality of a smart contract.

This case describes an simplified business process of order to cash used in the work [31]. The process starts with the user’ 
submission of a purchase order (Submit_PO). If the PO is validated (Validate_PO) and accepted (Accept_PO), the process con-
tinues to ship the goods (Ship_goods). Next, the process issues invoice of goods for the customer (Issue_invoice_customer) 
and issues the invoice of shipment for the supplier (Issue_invoice_supplier). The order is finished after that the customer 
and the supplier pay the invoice (Customer_pay and Supplier_pay). A real-time property demanded for the business process 
is that globally, it is always the case that if a PO is created, then in response the PO is finished within 23 days. In the process, each 
task is required to conform a timed interval constraint. The constraints are given hereafter:

• Validate_PO: [0, 3] days
• Reject_PO: [0, 7] days
• Accept_PO: [0, 7] days
• Ship_goods: [0, 3] days
• Issue_invoice_customer: [0, 5] days
• Issue_invoice_supplier: [0, 3] days
• Customer_pay: [0, 7] days
• Supplier_pay: [0, 7] days
13
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Fig. 9. Time Petri net Model of Order to Cash Smart Contract.

The TPN model of the order to cash smart contract is shown in Fig. 9, including the TPN observer of the real-time 
property. The target property is composed of three parts: a Global scope, a Response order, and a Upper Time Bound time 
constraint. The verification results show that our observer can benefit from the advanced abstraction options in TINA. 
Different options of state graph generation in TINA generate a varied number of states and transitions in the state graph. 
The results are listed hereafter. Finally, the verification result shows that the target property does not hold. Then, the 
developer of the smart contract needs to revise the design.

• sift -incl (MMC) : 19 states, 19 transitions
• tina -M (MMC): 19 states, 23 transitions
• tina -W (LTL): 24 states, 39 transitions
• tina -A (CTL): 39 states, 82 transitions

7. Conclusion and future work

Auliti et al.’s pattern systems target the expressiveness of real-time requirements for the end-users and leave the 
verification-related issues to the users. Accordingly, these patterns do not guarantee the efficiency of model checking. We 
have defined compositional observer semantics based on TPN and MMC to prompt the generation of highly abstract state 
space. Compared to our previous works [11,12], this proposal allows for the automatic generation of observers for a com-
posite property and supports natural language PSL. It also has a positive outcome on the verification cost.

According to our investigation, there is not yet a TA-based semantics for real-time properties. The verification cost for 
model-checking real-time properties in a TA design or a TPN design depends on the back-end model checker. TINA pro-
vides various state graph abstraction techniques. Therefore, if we follow the preconditions of the abstraction techniques, 
we can design efficient observers. Similarly, when one designs TA observers, he/she needs to follow the constraints for the 
abstractions techniques used in the TA model checker.

A future direction of this work in the industrial context relates to the traceability of real-time property patterns (i) in-
between requirements and (ii) from the requirements to the design model. The former allows users to check the consistency 
between real-time requirements. For example, given two RT requirements R1 and R2. R1 is that it is always the case that A 
occurs after B within 10 ms. R2 is that it is always the case that B occurs after A. The potential conflict between R1 and R2 
can be model-checked by using RT-MOBS observers. In our work, we target a new method supporting the specification and 
verification of real-time properties formulated in time Petri nets. Its backend verification technique is explicit-state model 
checking. We have not yet studied the probabilistic model checking support for the probabilistic properties. But it might be 
an interesting future research direction. We also aim to integrate the existing mapping tool into PSPWizard.
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