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A full homomorphic encryption method based on smart contract

Tong Qinwei, Li Jie, Wang Jie, Hu Xinsen, Hu Kai
(School of Computer Science and Engineering, Beihang University, Beijing 100191)

Abstract: The development of big data makes people pay more attention to the value of data. Data in
traditional data transactions is not encrypted or in symmetric encryption way. This makes data protection,
user privacy, and efficiency incompatible. This paper designs a homomorphic encryption method based on
DGHYV using on smart contract, so that the cipher text can be directly calculated, thereby protecting the
privacy and security of both parties to the transaction. The contract can implement homomorphic Boolean
logic value calculation, homomorphic value comparison calculation, and homomorphic long integer
calculation. The contract usage scenario is given after this article. It has been proved that this method can
effectively protect the security of data, and can efficiently deal with Boolean or integer data.
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