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Cryptographic Attribute-Based Access Control
(ABAC) for Secure Decision Making of Dynamic
Policy With Multiauthority Attribute Tokens

Yan Zhu"?, Ruyun Yu"”, Di Ma

Abstract—This article aims to establish a cryptographic solution
to improve security and reliability of the National Institute of
Standards and Technology’s attribute-based access control (ABAC)
model. By breaking down the existing structure of attribute-based
encryption, we propose a new cryptographic ABAC (C-ABAC)
framework with dynamic policy authorization and real-time at-
tribute credentials. Moreover, a practical C-ABAC construction is
proposed to support provable policy decision making and verifi-
able attribute Tokens among multiple distributed authorities. In
this construction, we develop a concrete approach of generating
a cryptographic policy from access control markup language. We
also prove that attribute Token has existential unforgeability under
chosen-attribute and chosen-nonce attacks, and the cryptographic
policy is existentially unforgeable under chosen-object attack. In
addition, our C-ABAC construction provides semantic security
against chosen-plaintext attack with Token and policy queries
under the extended general Diffie-Hellman exponent assumption.
Finally, we evaluate the performance of the C-ABAC system
according to complexity analysis and experimental results. The
results show that the C-ABAC system is reliable and easy to im-
plement.

Index Terms—Access control, attribute Tokens, cryptographic
policy, cryptography, reliability, secure decision making.

I. INTRODUCTION

TTRIBUTE-BASED access control (ABAC) [1], [2], con-
A sidered as the latest milestone in the evolution of access
control models, has gained widespread acceptance among gov-
ernment, industry, and academic circles. The reason is that it
can provide rich semantics, high flexibility, fine granularity, and
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Fig. 1. General model of ABAC.

other beneficial features like customizable policy and context-
aware authentication. Moreover, it ensures that corporate poli-
cies are flexibly enforced on many different levels within the
infrastructure: within individual applications, in web portals or
gateways, within an enterprise service bus, etc. These peculiari-
ties are more advantageous as organizations or institutions move
to greater collaboration and resource sharing outside and across
the enterprise, or many hot fields, e.g., Big data, Blockchain,
Internet-of-Things (IoT), and Cloud computing [3].

In Fig. 1, we show the general ABAC model, which consists
of four kinds of entity attributes: object attributes describe the
resource being accessed, e.g., author or owner, region, classi-
fication or sensitivity, created date, and time-to-live; subject
attributes describe the user attempting the access, e.g., name,
department, role, and job title; action attributes describe the
operation being attempted, e.g., browse, modify, delete, and
append; and environment attributes deal with location, time,
or dynamic aspects of the access scenario. By using them,
ABAC can combine multiple attributes to make a context-aware
decision based on fine-grained attributes evaluated at runtime
[4]. In light of this framework, ABAC is thought to promote
higher flexibility, scalability, granularity, and manageability for
dynamic authorizations. More exactly, it provides two important
features.

1) Real-time attribute assignments is an effective mecha-
nism, by which real-time attribute values can be acquired
from different entities associated with subject, object,
action, or environment when the access requests occur.

2) Dynamic policy-based authorization is an approach, in
which access rights are granted dynamically by evaluating
instance-specific policies with attribute credentials.
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To implement and enforce ABAC, several general policy
specifications or languages, e.g., next-generation access control
[5] and extensible access control markup language (XACML)
[6], have been proposed to allow administrators to capture
and author corporate policies in an exact and standardized
way. Besides policy language and request/response process,
XACML also provides another important mechanism, called
“target,” which can be used to find a policy that can apply
to a certain request from a large collection of stored poli-
cies (called “PolicySet”). These specifications and mechanisms
will be especially conducive to solving a policy management
problem.

Although ABAC has many enticing benefits, this model is
facing with various security threats and attacks, such as attribute
forgery and permission counterfeiting. The system reliability
is also incrementally decreased along with the expansion of
resource sharing space and enterprise scale. This is especially
remarkable for open environments, e.g., Cloud [7], Blockchain,
and [oT. A solution to this problem is using cryptographic access
control, e.g., attribute-based encryption (ABE) [8], [9], proposed
over a decade ago. In ABE, the data provider will provide an
attribute-based access policy can_access(X) for some desig-
nated attributes X, and each requester will be assigned a private
key associated with attribute credentials z. This requester will
decrypt a ciphertext associated with can_access(X) if and only
if can_access(x) = 1. ABE can provide a flexible and effective
authorization based on strong expressive capability of access
policies.

Although ABE supports data confidentiality, existing ABE
schemes [10] still have significant limitations for supporting
dynamicity and real-time ability, as described above. The rea-
son is that ABE is constructed over the traditional encryption
framework with quadruples, i.e., (Setup, KeyGen, Encrypt, De-
crypt), rather than over the ABAC framework with four service
nodes, i.e., policy enforcement point (PEP), policy decision
point (PDP), policy administration point (PAP), and policy
information point (PIP) (see Section II-B). Limited to the static
and invariant property of the encryption framework, ABE has
the following shortcomings.

1) Not for real-time attribute assignments: Considering that
the user’s private key will remain unchanged after it has
been generated by KeyGen, the attribute credentials at-
tached to the key would not be changed dynamically in real
time. Therefore, ABE cannot support dynamic attributes,
such as environment attributes.

2) Not for dynamic policy-based authorization: Since the ac-
cess policy should be bound to the ciphertext of protected
object after Encrypt, the policies could not be changed
automatically with evolution of the system so that ABE
might not meet the requirements for dynamic application
scenarios.

Due to these two shortcomings, it is infeasible for ABE to
provide an effective attribute expression for environment con-
ditions. Hence, the existing ABE framework cannot meet the
requirements of practical applications with dynamic attributes,
which may change along with time, location, traffic volume, or
bandwidth. This also means a lack of dynamicity and real-time
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ability in ABE. Therefore, existing ABE schemes do not support
the ABAC model very well.

To remedy this situation, the purpose of our article is to de-
velop anovel cryptographic solution for the ABAC model, which
offers overall support for dynamic authorization and real-time
attribute credentials. To do this, we need to break down existing
structures of ABE and design a novel cryptographic framework
in full consistency with the distributed ABAC model. This new
kind of framework would provide a higher level of reliability
and security without additional modifications to the fundamental
structure of ABAC.

According to the above goal, the ABAC model should be
innovated by the following four new security mechanisms.

1) A new secure representation of policy, called crypro-
graphic policy, could be generated and bound dynam-
ically to the ciphertext of the protected object against
counterfeiting, tampering, and replaying attacks.

2) Instead of the user’s private key, one-time attribute Tokens
should be produced dynamically to implement attribute
credentials in real time.

3) A cryptographically verifiable method must be utilized to
guarantee the validity of policy decision making, accord-
ing to attribute Tokens and cryptographic policy, which is
called secure policy decision-making.

4) Multiple attribute authorities should be deployed to pro-
vide decentralized authorization, such that the system reli-
ability could be improved even though several authorities
are broken down or attacked.

Our contribution: The objective of this article is to develop

a new secure ABAC framework for implementing dynamic
authorization over diverse attributes in real time in accordance
with the standard National Institute of Standards and Technology
(NIST)’s distributed ABAC model. This framework is able to
support provable decision making of access policies that can
be dynamically bound to protected objects, as well as verifiable
attribute credentials derived from multiple authorities. Based
on this, we present a new cryptographic attribute-based access
control (C-ABAC) model and conduct research on the following
aspects.

1) The workflow and the framework of the C-ABAC model
are specified on strictly abiding by the distributed ABAC
model. Meanwhile, two new mechanisms, attribute To-
kens and cryptographic policy, are presented for assuring
secure decision making and credential exchanging among
multiple attribute authorities.

2) We present a C-ABAC construction to completely support
multisource attribute Tokens and secure policy decision
making in real time. Especially, an approach of generat-
ing cryptographic policy built upon the XACML policy
specification and linear secret-sharing scheme (LSSS) is
designed to implement cryptographic representation of
dynamic policies.

3) Based on strong Diffie-Hellman (SDH) and compu-
tational Diffie-Hellman (CDH) assumptions, we prove
that attribute Tokens are existentially unforgeable against
chosen-nonce attacks (CNAs) and chosen-attribute at-
tacks (CAAs), simultaneously. The cryptographic policy
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Fig. 2. Framework of the C-ABAC model.

is proved to be existentially unforgeable against chosen-
object attack (COA) under the extended decisional bilin-
ear Diffie-Hellman (eBDH) assumption. Moreover, the
C-ABAC construction is proved to be semantically se-
cure against chosen-plaintext attack with Token and pol-
icy queries under the extended general Diffie—Hellman
exponent (¢GDHE) assumption.

We give the complexity analysis of C-ABAC construction
in theory and make an experimental verification for the per-
formance of the C-ABAC prototype system. The results from
experiments indicate that our C-ABAC system is reliable and
easy to implement.

Organization: In Section II, we propose a new system ar-
chitecture and the C-ABAC model. In Sections III and IV,
we present the construction of the C-ABAC scheme and the
cryptographic policy, respectively. Next, security analysis and
performance evaluation are discussed in Sections V and VI,
respectively. Finally, Section VII concludes this article.

II. ARCHITECTURE AND MECHANISM
A. Scope and Purpose

This article aims to describe a new cryptographic method on
the standard ABAC model to manage the encrypted resources
in open environments, e.g., Cloud, Blockchain, and IoT. This
method could provide an available solution to verify the valid-
ity of policy decision making and support diversification and
dynamicity of attributes. The main challenge of meeting this
goal is to construct an efficient and provably secure ABAC
framework, which should be sufficient to provide the following
security functions.

1) Escrowed object encryption ensures that the decryption of
an object is determined by the access policy, without the
original owner’s intervention.

Secure decision making of dynamic policy is used to

verify whether or not the subject’s attributes match the

current policies or rules for accessing a certain object in a

nondeceptive and verifiable way.

3) Real-time attribute Tokens, as an encapsulation of autho-
rized attributes, are used to evaluate the cryptographic

2)

policy across multiple components and could be autho-
rized real timely for preventing attributes from forgery
and alteration.

The advantage gained by introducing cryptography into
ABAC is that it permits resource management in an open
environment, e.g., public Cloud and Blockchain. Our new frame-
work, based on ABAC, can be deployed on various practical ap-
plications, including multitenant private-preserving outsourced
storage in Cloud, fast health interoperability resources for stor-
age and retrieval of medical data, secure big data distributed
processing systems, etc.

B. Standard ABAC Model

The reference architecture of NIST s distributed ABAC model
[11] will lay a foundation for our subsequent research. Fig. 2
illustrates the relationship of the fundamental components re-
quired for ABAC authorization services (ASs). Or, to be more
exact, the reference architecture of the standard ABAC model
is depicted in Fig. 2. The ABAC model is composed of the
following four main components.

1) PEP receives request from an authenticated subject, inter-
prets and sends the request to PDP, and fulfills the request
according to the decision of PDP.

PDP evaluates the access policy retrieved from PAP in
terms of the attribute values obtained by querying PIP to
determine whether access request should be permitted or
not.

PIP provides attribute values upon receiving request from
the PDP context, where the values are extracted from
typically LDAP services, environment sensors, or other
repositories.

4) PAP is used to manage (e.g., authoring, deployment, and
maintenance) and retrieve policies the PDP later evaluates,
and to verify policies before they are added into system.

In addition, PEP and PDP, that may be centralized or dis-
tributed, make up the AS to manage access workflow, decision,
and enforcement. The above architecture is also composed of
three repository modules and one environment perception mod-
ule. These three repository modules store and manage policies,

2)

3)
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entity attributes, and objects, respectively. The environment
perception can acquire environment information from multiple
sensors at runtime.

C. C-ABAC Model

In the open environment such as Cloud, the encryption tech-
nique becomes an inevitable option for protecting the valuable
resources. In the light of the present situation that the existing
ABAC model does not support encryption, we develop a new
C-ABAC model by extending the NIST’s ABAC model [11]. This
is done through maintaining the original workflow of ABAC to
ensure that the presented model is entirely consistent with the
standard ABAC model.

The C-ABAC model, shown in Fig. 2, contains an encryption
scheme with five cryptographic algorithms (Setup, Encrypt,
PolicyGen, TokenGen, Decrypt). First of all, by using Encrypt,
the object is encrypted by the data owner (or service provider),
and the encrypted object is stored in the Cloud. Next, several
new cryptographic mechanisms (marked out with underline in
Fig. 2) are appended into the ABAC’s functional components,
as described above. These new mechanisms are described as
follows.

1) Policy generation unit (PGU) relies on the PAP and Poli-
cyGen for acquiring policy relevant to the current request,
then producing cryptographic representation of this police,
i.e., cryptographic policy.

2) Token generation unit (TGU) relies on the PIP and Token-
Gen for collecting attribute information and generating
their corresponding verifiable attribute Tokens.

3) Policy decision unit (PDU) relies on the PDP to make de-
cision over cryptographic policy from the PGU according
to attribute Tokens from the TGU.

4) Resource decryption unit (RDU) relies on the PEP to
interpret and redirect access requests to the PDU and, then,
decrypt the object and implement the request in terms of
the permit of the PDU.

With the help of the above four cryptographic units, the autho-
rization of the encrypted object will be managed by the access
policy. That is, the encryption can be performed by the object’s
owner just before the object is transmitted into the system, but the
decryption is implemented by the AS (including RDU and PDU)
according to the decision result of the cryptographic policy.

From a managerial perspective, the components of C-ABAC,
apart from the AS, can be divided into two categories.

1) One is called “policy center,” which consists of PGU and

policy repository.

2) The other one is attribute authority, which consists of
TGU, environment perception, and attribute repository.

Obviously, the former is responsible for policy management
and the latter is for attribute management.

D. Application Instance for C-ABAC

To make better understanding of our model, we provide an
example of Cloud-based outsourcing service as a direct link
between the C-ABAC model and practical applications. In this
scenario, the RDU is located in the client side (e.g., PDA,
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smartphone, and desktop PC) as a middleware, which completes
certain data operations according to the permit of PDU. Each
access request from RDU can activate a PDU-based session in
Cloud, in which a new virtual machine is loaded from a Snapshot,
and the PDU scripts automatically run in this virtual machine.
Then, the PDU scripts, as the core of access decision making,
will execute the following steps:

1) issue queries for cryptographic policy and attribute
credentials from PGU and TGUs, respectively;

2) make a policy decision according to the acquired crypto-
graphic policy and attribute credentials;

3) return the decisional result to the RDU, which realizes the
actual resource decryption and access authorization if the
decisional result is permit.

The virtual machine that accomplishes these processes forms

a security sandbox, which provides a tightly control of resources
for RDU to run in and can be deleted automatically after the ses-
sion ends. In this example, the resource’s provider does not need
to do anything but write an effective policy. This means that our
C-ABAC model can enforce a direct control over outsourcing
resources in a simple and efficient way.

E. Workflow of the C-ABAC Model

In our C-ABAC model, there is no concept of user key, and the
decryption key of the encrypted object is replaced by attribute
Tokens. Since these Tokens are generated by different entities,
the authorization will be dispersed into all attribute entities
in the system. For any access request from an authenticated
subject to an encrypted object, the workflow of the model is
shown in Fig. 2 and described as follows.

1) After the subject asks permission to access a protected

object, the RDU translates and shifts this request to PDU
and waits for the decision result (steps 1 and 2).

2) On receiving the request, the PDU picks up a nonce 7 and
then sends it to the PGU for the cryptographic represen-
tation of policy and the TGU for the attribute Tokens over
T, respectively (step 3).

3) The PGU chooses the policy II from policy repository and
produces the corresponding cryptographic representation
C11. Meanwhile, the TGU generates the attribute Token
T, - for a specified entity attribute ¢ and the nonce 7.
Finally, C1; and all related Tokens {7, -} are sent to the
PDU (step 4).

4) The PDU makes decision on the received Cry and {7}, ; }.
If the entity attributes satisfy the policy II, the PDU
generates the authorized information of decryption and
sends it to RDU (step 5).

5) On receiving the authorized information, the RDU uses it
to decrypt the encrypted object and fulfills the operation
requested by the subject (steps 6-8).

Two important mechanisms, cryptographic policy and at-
tribute Token, are involved in the above workflow. In our system,
an attribute Token is a one-time security proof for the authorized
attribute issued by the TGU over a nonce 7 specified by PDU.
We consider the Tokens as publicly verifiable “tickets” to prove
that the attribute is what they claimed to be. This ticket usually
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contains the information of the issuer, attributes, issue time, as
well as a tag, where the tag is a simple signature that verifies
the authenticity of all other information by using the issuer’s
public key. In addition, we describe the cryptographic policy in
Section I'V.

In the standard ABAC model, the input (i.e., policy and
attribute) and the output of the decision process are represented
in the form of plaintext without any verification mechanism.
Hence, both the decision process and the decision result are
fully dependent on the trustiness of PDP. However, the C-ABAC
model makes security enhancement by introducing the cryp-
tographic policy and attribute Token. Meanwhile, the policy
decision making is a cryptographic process, and the decision
result is verifiable. By making such improvements, the decision
process and its result are unrelated to the trustiness of PDU.
The behavior of RDU is also dependent on the decision result
of PDU as follows.

1) If the decision result is “permit,” the output of PDU is
used to decrypt the accessed object, such that the RDU
can fulfill the access request on it.

2) If the decision result is “deny,” the access will be denied
even if RDU is untrusted or corrupted.

F. Security Threats

We assume that the protected objects in our C-ABAC model
are stored into a public untrusted platform; the policy center and
the attribute authorities are managed by trusted institutions, but
the AS can be deployed to the client. Moreover, we assume
that a malicious attacker can counterfeit and eavesdrop the
communication between any two components, but he cannot
disturb the operation of any functional components. In addition,
the only thing that the subject have to do is to authenticate his
identity when he logs-in the system. However, the user does
not need to store any key for resource decryption, so it will
significantly reduce the user’s burdens.

As described above, one-time attribute Tokens take the place
of the traditional private key for decrypting resource in our C-
ABAC model. In this situation, suppose that a malicious attacker
can eavesdrop a large number of ineffective or expired Tokens.
The poor design of Token could damage the system security if
the attacker learns the secret hidden in these Tokens and thereby
counterfeits new Tokens. Thus, the unforgeability of attribute
Tokens is extremely important in our model. Exactly, this kind
of unforgeability contains two types.

1) CNA is to forge a new Token with a specified nonce after

learning a lot of prior Tokens.

2) CAA is to forge a new Token of a specified attribute after

learning a lot of prior Tokens for other attributes.

Furthermore, policy counterfeiting and tamper must be taken
into consideration. Aiming at this problem, we replace the
plaintext policy with cryptographic representation of policy
(called cryptographic policy) in C-ABAC. We require that the
cryptographic policy generated by the policy center is existen-
tially unforgeable for any other entities. Considering that the
cryptographic policy is bound with the ciphertext of object, we
mainly concern about the unforgeability of the cryptographic
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policy against COA, i.e., to forge a valid cryptographic policy for
a challenged object after learning a lot of cryptographic policies
corresponding to other objects.

Another important problem is to realize the verifiability of
policy decision making. It means that the decision result will
be unalterable and immutable. Otherwise, for a specified policy,
suppose an attacker can forge the result (permit or deny) of
decision making; we call it “permission counterfeiting.” Fur-
thermore, since an effective decision making equals successful
decryption in our model, the permission counterfeiting can be
explicated as ciphertext’s semantic security [12], which im-
plies the indistinguishability of the decision result (permit or
deny) from prior information. The attacker’s prior information
includes two aspects: learning expired Tokens with specified
attributes and learning ciphertexts with the specified policy. As
a result, we require that our C-ABAC model is secure against
this attack.

III. CONSTRUCTION OF THE C-ABAC SYSTEM
A. Definition of the C-ABAC System

Without loss of generality, we employ 5,0, E, and A to
denote the set of all subject, object, environment, and action,
respectively. The symbol P is also used to denote the pol-
icy center, as described in Section II-C. Therefore, the set
S ={P,S,0,E, A} will be used to represent all entities in our
model. By using them, the encryption scheme related to the
C-ABAC model is defined formally as follows.

Definition 3.1: GivenasetofentitiesS = {P,S,0, E, A},a
C-ABAC system (C-ABAC system) consists of five algorithms.

1) Setup(S) — (pks, sks): It takes as input a system param-
eter S and outputs a public/private key pair (pks, sks) for
entity s in S.

2) Encrypt(pkp,ek) — Cp: It takes as inputs the public key
pkp of policy center PP and a session key ek and produces
the ciphertext Cej, of ek.

3) PolicyGen(skp,Cey,II,7) — Chy: It takes as inputs the
private key skp of policy center P, the ciphertext Cey,
the access policy II, and the nonce 7 and outputs the
cryptographic representation Cy of policy I1.

4) TokenGen(sks,a,T) — T, . Ittakes as inputs the private
key sk, an attribute a issued by the entity s and the nonce
7, and generates the attribute Token T, . for attribute a
and nonce 7.

5) Decrypt(pks,{Tu,+},Cek, Crr) — ek: It takes as inputs
the public keys pks of all entities in S, a set of Tokens
{T,,+}. the ciphertext Cy, and the cryptographic repre-
sentation Cy of policy I1, and retrieves the session key ek
hidden in C..

Let {pks, sks}scs be the public—private key pairs for each
entity s € S, where (pks, sks) < Setup(S). Given any cipher-
text Coi < Encrypt(pkp,ek) of the session key ek and the
corresponding ciphertext Cry <— PolicyGen(skp, Cey, IT, 7) for
policy IT and nonce 7, we say that a C-ABAC system is correct if
for all issued Tokens {Ty, » < TokenGen(sks, a, T) byvqew Over
a set W of authorized attributes, the session key ek can be
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Fig. 3. Design diagram of the C-ABAC system.

retrieved with successful probability 1 according to

P Decrypt(kaa {Ta,T}aEWa Cek7 CH) =ck: -1
! II(W) = True

where II(TV) denotes the decision-making process for a policy

ITin accordance with W, and the symbol W denotes a collection

of all attributes gathered from TGU.

Compared with the existing ABE [13], our C-ABAC sys-
tem has gone away from the traditional encryption framework,
including the following.

1) The TokenGen algorithm is used to produce one-time
attribute Tokens, instead of the user’s decryption key, for
dynamic authorization of resource access.

2) The PolicyGen algorithm is used to produce the crypto-
graphic representation of dynamic policy, which is bound
to the ciphertext of object.

Thus, C-ABAC is considered as a new kind of encryp-

tion framework supporting diversified attributes and dynamic
policies, simultaneously.

B. Construction of C-ABAC

Let us turn our attention to practical C-ABAC construction,
which is built on the general bilinear map [14] group system
S = (p,G1,G2,Gr,e(-,-)) of prime order p. In addition, we
introduce two operations into our system.

1) Cryptographic Hash function H: {0,1}" — G2, which
maps an arbitrary string to a random element in Gy in
order to deal with the attributes in cryptography.

2) The symbol @ denotes XOR operation between two binary
strings, in which the cycle filling method is used to pad
the high bits of the short string when the string lengths are
not same.

In Fig. 3, we describe the interactions among four attribute

entities and the policy center, as well as the information transfers
among the algorithms, as follows.

1) For a given object o, the object’s owner uses the public
key pkp of the policy center P to produce the ciphertext
C.}, for arandom session key ek by invoking the Encrypt
algorithm, and then, the key ek is used for practical object
encryption on o.

For an access request to the object o, the PolicyGen
algorithm is executed to generate Cp; by encapsulating
policy II into Cj, according to the private key skp of P,
the policy II extracted from PAP, the nonce 7, and the
ciphertext Cyp.

For each attribute a involved in the policy 1I, the cor-
responding entity executes the TokenGen algorithm to
acquire the attribute Token T, , of attribute a according
to his secret key and the same nonce 7.

After all Tokens {7, .} have acquired, the Decrypt al-
gorithm makes attribute matching and logical decision
between Cpp and {7, .}. The session key ek will be
retrieved if the final decision is “permit,” and then, the
encrypted object can be decrypted.

In the above procedure, the nonce 7, chosen by the PDU, is
used to achieve synchronization, that is, while the PDU sends the
chosen 7 to the PGU and all TGUs, only the cryptographic policy
and attribute Tokens over this specified nonce are effective and
can pass the verification. This nonce is generated by a clock in
Fig. 3, considering that it could be calculated from the current
time and its hash value.

In our C-ABAC construction, the five algorithms are
described in detail as follows.

1) System Initialization: To build the system, the managers
choose a bilinear map group system S of prime order p and two
random generators g € G; and i € Gy. These parameters will
be published in the entire system. Then, every entity invokes the
Setup algorithm (described in Algorithm 1) to produce his own
public—private key pairs.

As shown in Algorithm 1, each entity is allowed to choose a
random integer as the private key by himself. Specifically, we
have the following.

2)

3)

4)
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Algorithm 1: Setup Algorithm (Setup).

Algorithm 3: Policy Generation Algorithm (PolicyGen).

Input: The bilinear map group system S with generators
(9,h);
Output: The public—private key pairs pk;/sks of entity s;
1: Choose arandom 6 €p Z, as the private key
sks = (0);
2:  Compute g° and publish the public key pk, =
(9:h,9%);
3: return pky, sks;

Algorithm 2: Object Encryption Algorithm (Encrypt).
Input: Public key pkp of the policy center and a session key
ek;
Output: The ciphertext C,j, of the session key ek;
1: Choose arandom w €p Z;;
2:  Compute the ciphertext of ek as

Cek’ = (Cl = gwacQ =ck® e(ga’h)w);

3: return Cyp;

1) The policy center P chooses a random « € Z, as the
private key skp = («) and publishes the corresponding
public key pkp = (g, h,g%) in the form of public key
certificate, e.g., X.509, PGP, and SKIP. This can also be
found online.

2) Each entity s in S\ {P} ={5,0, A, E} also picks a
random 3 €g Zy as sks = (f35) and publishes the public
key pks = (g, h,g”%) as a certificate. For example, the
object attribute’s public key is pko = (g, h, g%°).

An important feature of this phase is that every entity is al-
lowed to generate his own private key by himself. The advantage
of this feature is to keep away from “key escrow,” in which the
private key will be generated and managed by a third party. This
means that the system must have complete faith in the escrowed
party. In addition, considering that the private key can be used
for identity authentication, this feature also means that any entity
apart from himself could not forge his identity in our system.

2) Object Encryption: The Encrypt algorithm can be exe-
cuted by the object’s owner. By using it, any legal user, called
data holder, can migrate the data resources into the system
in encrypted form to prevent unauthorized access. The above
process is described in Algorithm 2.

As shown in Algorithm 2, the data holder only needs to en-
crypt the session key ek by using the publickey pkp = (g, h, g%)
of the policy center P. The subcipher ¢y can be produced
by XOR operation after ek and e(g®,h)"™ are converted into
binary form. Note that the session key ek is used to encrypt
the object o by using a generic encryption algorithm. If we
take the case of AE'S = {Enc, Dec}, in which the object o is
encrypted by C,, = Enc.i(0), the final ciphertext is represented
as C' = (Ceg, Cy).

In addition, the data holder also needs to define the object
attributes of the migrated data resources into the object entity.

'[Online].  Available:
99/EdGerck/certover.pdf

https://www.blackhat.com/presentations/bh-usa-

Input: The private key skp of policy center P, the access
policy II, the nonce 7, and the ciphertext C', of ek;
Output: The cryptographic policy Cfy of policy IT;
1: Choose t €p Z, and calculate py = ci/t = (g™)Vt,
2:  Convert the policy I into (M, ) (see Section IV);
3:  Generate a random vector v = (¢,72,...,7,)T €r
Ly,
4: Set [ as the number of literals in II;

5. fork=1toldo
6: Calculate A, = My, - v, where M}, is the kth row
of M;
7 Pick a random v, €g Z,, and compute
pp = 4 PF1L= (9P - g7)
T ke = (W) @ (9P, H(an(r) ™).
8: for the kth attribute a () belongs to the entity s;
9: end for

10:  Generate the cryptographic policy for IT as
Cn = (H7 (Mv 7T)7p07 {pk‘}ézl)

11: return Cp;

For example, “Biology” + Department(O) and “Tom” <+
Owner(O). Typically, these object attributes will be used for
decision making of the cryptographic policy. This, however, is
not absolutely necessary.

Obviously, the Encrypt algorithm is considered as an autho-
rization shift process from the owner to the policy center because
the session key ek is encrypted by using pkp, such that only the
policy center is able to decrypt the above ciphertext by using
his private key skp = («), that is, ek = co @ e(g*, h)* and
0= Decei(Cy).

3) Cryptographic Policy Generation: When a subject re-
quests access to a specified object, the AS, including RDU and
PDU, asks the PGU for the corresponding access policy. In
response to this request, the PGU generates an access policy
IT := can_access(S, 0, A, E) by extracting the access rules
from policy repository. This process can be performed on the
policy repository in terms of the ABAC model. For an acquired
policy 1I, the PolicyGen algorithm (described in Algorithm 3)
is executed by the PGU.

The PolicyGen algorithm is able to convert the policy II
into a cryptographic representation Cpy, called cryptographic
policy, in order to improve the capability to resist the policy
attack. It is easy to find that the subcipher ¢; = ¢* from Cpy,
is used to create the value py by encapsulating with a random
encryption exponent ¢ €r Z;,. The reason for this is that the
created cryptographic policy Crr will be only applicable to the
current ciphertext C'j, and is invalid for other ciphertext.

Next, we make use of the LSSS (see Definition 4.1) to
share the encryption exponent ¢ into [ values {1, = Mj, - 11}2:1.
These values will then be concealed into {py, }'._,, where the kth
item pr, = (pr1, Pr2) corresponds to the kth literal in policy II.
Note that, for the attribute a(y) of the kth literal belongs to the
entity s, the pair (pg1, pr2) can encapsulate the information of
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Algorithm 4: Token Generation Algorithm (TokenGen).

Algorithm 5: Object Decryption Algorithm (Decrypt).

Input: The private key sk, of entity s, the attribute value a,
and the same nonce 7 in Algorithm 3;
Output: The attribute Token T,  of attribute a;
1: Compute the attribute Token T,  from sk, = () as

TaT_H( )L‘ferT

return T, ;

the attribute a, ), the nonce 7, and the public key g7 of entity
s. In addition, the reason of using the policy center’s private
key « in pyo is to ensure that the PGU is only builder for the
cryptographic policy.

4) Real-Time Attribute Token Generation: We use the
TokenGen algorithm to describe the generation process of at-
tribute Tokens. This kind of Token is an encapsulation of the at-
tribute @ with the nonce 7 by using the secretkey sks = (85) and
a cryptographic hash function H. The result of encapsulation,
called attribute Token, is considered as a specific signature of
attribute a under the aforementioned 7. This process is described
in Algorithm 4.

The validity of Token 7}, , can be verified with the equation
e(g% - g7, T...) = e(g’,H(a)) for anyone according to the
issuer’s public key pks. Moreover, the nonce 7, as the time-
varying parameter, should be frequently modified, for example,
it may be changed in an expiration period of about 5 s or shorter.
The Token is disposable and immediate so that there is no need
to manage and store them. In addition, the Token is just one
element in group Go such that the overheads of computation
and communication are rather small.

Attribute Token is dynamically generated by individual au-
thority according to the request of the PDU. For an attribute
assignment query, including nonce T, the authority first checks
whether or not 7 is in the validity period of current time and
then acquires the attribute assignment from PIP by means of
the attribute repository or the sensors in runtime environment.
Furthermore, the TokenGen algorithm is invoked to generate the
attribute Token, which is a simple signature for presenting the
authenticity of attribute assignment. After receiving the Tokens,
the PDU uses them to make cryptographic policy decision and
discards them later on.

5) Object Decryption: In terms of the standard ABAC
model, the final phase will be implemented by the ASs, the con-
tent of which includes the evaluation and enforcement of policy
decision making. Thus, the Decrypt algorithm also consists of
two stages: policy decision making and session key retrieval.
More exactly, such two stages will be implemented by the PDU
and the RDU, respectively. Algorithm 5 depicts the execution
process in detail.

In the stage of policy decision making, the PDU checks
whether the nonce 7 is valid. If the check passes, it takes as
inputs the cryptographic policy Cry = (IL, (M, ), po, {px }._,)
from the PGU and all possible Tokes {7, -} from TGU and
produces an authorized set U C {1,2,...,l} and the index
set I = {i:m(i) € U}. Then, it evaluates the policy literals
pr = (pr1, Pr2) associated with the policy IT with the authorized

Input: The ciphertext Cy, the ciphertext Cpy of policy II,
and all attribute Tokens {7, -} related in the policy IT;
Output: The session key ek;

1:  Set U as an authorized set according to {7}, - };

2: SetI={i:n(i)eU};

3: foreach kin I do

4 Compute my, = pr2 ® e(pr1, Ta, ()7 )

5: end for

6: Extract (M, ) from Cy and compute {w; € Z;, }icr
such that ., w;M; = (1,0,...,0) (see Section IV);

7: Compute m = [[,., m;";

8: Retrieve the session key ek by computing
ek = co ® e(pg, m);

9: return ck;

attributes Tokes 7T, k)T forall k € I.By using it, the secret my,

of literals pj, can be recovered by
my = pr2 O e(Pk1, Ta, ) .7)
=pr2®e ((g"s - gT)Vk,H(aﬂk))%)
= P2 ® (g™, H(ax())™)
= (h*)* @ (g™, H(axx) ™
@ e(g™*, H(axr)™)
= (h)™. M

In terms of M, the PDU computes a set of constants
{w; € Zp}ier according to Y, ; wiM; = (1,0,...,0) (see
Section IV). With all values {m; };cs, the main secret m can
be obtained as follows:

m = Hm h“

el

sel Wiki — h(xt (2)

where m could be considered as an authorized information of
policy decision making. Then, the value m is sent to the RDU
in a secure way.’

In the stage of session key retrieval, the RDU takes as inputs
the ciphertext Cer, = (c1,¢2), the returned value m from the
PDU, as well as the value p, outputted by the PGU, and computes
the session key ek as follows:

ck = ca @ e(po,m) = ca D e((g”) "/, h*)
=ek®e(g*,h)" ®e(g”,h). 3)

Finally, the object o = Dec.,(C,) can be decrypted by the
RDU for a valid ek. If so, the decrypted object o can be allowed
to enforce the operations requested by the subject.

2The elliptic curve ElGamal system can be implemented for encrypting m.
Let pk = h” and sk = € Z; be the public and private keys of the RDU,
respectively. The PDU picks up § € Z,, at random, and the ciphertext (e; = h?
and ez = m @ (h")?) is returned to the RDU. At least, the RDU retrieves m
according to ez @ (e1)Y =m @ (k)% @ (h4)Y =m
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IV. CRYPTOGRAPHIC ACCESS POLICIES

The most attractive area of the ABAC model is the design
and implementation of access policies. The C-ABAC model
also has the similar requirement of implementing the repre-
sentation and evaluation of policies by means of cryptographic
techniques. Hence, the translation from XACML-type language
to the cryptographic policy is an important issue that must be
solved. In this section, we will provide an effective solution for
the aforementioned translation, as well as an evaluation method
for the translated cryptographic policies.

In our solution, the XACML-type policies are first translated
to the Boolean statement represented by a formula involving
“AND (A)” and “OR (V) operators over a set of attribute rules
(also called literal). Each rule involves one entity’s attribute
name and a constant, such as “Role(S) = Doctor” (grants
access if the subject S is a doctor) or “Date(E) = Weekday”
(grants access if the current date captured from environment £
is Weekday), and yields a true or false result. Second, the access
policy IT will be translated to a share-generating matrix M and
a permutation function 7 in C-ABAC. This procedure is divided
into two phases.

1) Translate the access policy II to a policy tree.

2) Translate the policy tree to (M, ).

After that, the policy center can make use of (M, ) as input to
integrate the policy IT into the cryptographic representation Ctg
by using the PolicyGen algorithm. In order to explain (M, )
clearly, we introduce the LSSS [15], whose definition is given
as follows.

Definition 4.1 (LSSS): Given a set of participants P = { P},
..., B}, the scheme is called linear secret sharing for a policy
ITin Z,, if it satisfies the following.

1)  is a function that defines the attribute labeling row i as
7(1).

2) M is anl x n share-generating matrix for a policy IL.

3) t denotes a random secret shared over Z,.

4) share is a function that uses A = Mwv to generate the
vector A, including [ shares of the secret ¢, correspond-
ing to [ participants P, ..., P, in terms of II, where
v=(t,ra,...,r,) is a column vector and ro, ..., 1, are
selected at random from Z,.

5) reconstruction is a function that retrieves the secret ¢
from any authorized set U by computing » ., wir; =t
for some known constants {w; € Zy};cr, where I = {i :
7(i) € U}isanindex setand &; = (Mv); denotes the ith
element of the vector A.

The function 7 of the above definition is used to map each
row of M to an attribute, i.e., the share A; = (Mv); belongs to
party Pr(; foralli = 1,...,[. We next show the reconstruction
property of the LSSS as follows: Define I C {1,2,...,1} as
I = {i:m(i) € U} for any authorized set U over attributes. If
the shares {A; = (Mv); = M; - v : i € I} are held by the user,
then the user can compute the reconstruction constants {w; €
Z,, : Vi € I};thus, we have ), ; w; M; = (1,0,...,0). Based
on it, the secret ¢ is computed by using the equation

Zwiki = sz(MZ cv) = Z(%MZ) o=t

el el el
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<Policy ID="Policyl" rule-method="Permit-overrides">
<Target combine-method="one-and-only">

Subject : Role : Doctor
Subject : Role : Nurse
Object : ObjectName : Ward Records
Action : ActionID : Read
</Target>
<Rule ID="rulel" Effect"Permit">
Subject : Role : Doctor
</Rule>

<Rule ID="rule2" Effect="Permit">
<Condition function=and>

Subject : Role : Nurse
Environment : Time : Weekday
</Condition>
</Rule>
</Policy>

Fig. 4. Example of access policy for Ward Records.

where all constants w; are public and can be found within a
polynomial time over the size of M. Finally, the above process
will be used to decrypt the ciphertexts in the Decrypt algorithm.

A. C-ABAC’s Policies and Rules

Using the XACML as reference, we propose a reference archi-
tecture of the C-ABAC policy repository based on a lightweight
policy specification language. Following mentioned symbols in
Section III, the set of subject, object, environment, and action
is denoted as the symbols S, O, E, and A, respectively. We also
specify the attribute instance as a key—value pair, where the key
denotes an attribute name that expresses the property or char-
acteristic related to a certain entity in {S, O, E, A}. As an ex-
ample of medical field, ResourceI D(O) = Medical Records
expresses the attribute Resourcel D related to the object O
is Medical Records. The other examples like this include
Role(S) = Nurse, Time(E) = 8:35, and so on.

As shown in Fig. 4, the policy in our architecture consists
of one set of rules and one target. The latter is used for policy
discovery through a collection of conditions, which must be
satisfied for a given request. These conditions are represented
as the form of “attribute-category : attribute-name : attribute-
value,” which denotes an attribute instance as defined above,
e.g., in Fig. 4 “Action : ActionID : Read” is the same as
ActionI D(A) = Read. For multiple conditions in one target,
we employ a logical combination approach to reconcile these
individual conditions, e.g., “one-and-only” is used to confine
that each attribute of access request must meet at least one
condition in the target. The “Target” in Fig. 4 expresses that
“either a Doctor or a Nurse is allowed to Read the Ward Records,”
which can be translated into a logical expression

target(S,0, A) := Action] D(A) = Read
AND ObjectName(O) = WardRecords
AND Role(S) € {Nurse, Doctor}.

Note that := is the definition symbol.

Besides the target, the rule also expresses a logical ex-
pression on conditions and produces an authorized effect, the
value of which allows either “Permit” or “Deny.” For exam-
ple, in Fig. 4, the first rule denotes rulel(S) := Role(S) =
Doctor, and the second rule is rule2(S, F) := Role(S)
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= Nurse AND Time(E) = Weekday. Atlast, several general
combining methods are applied for integrating multiple rules
together. These methods include the following.?

1) Deny overrides: a deny or indeterminate rule can override
all the permit rules, and the decision is permit only when
all conditions evaluate to permit.

2) Permitoverrides: the final decision resultis given as permit
if one of the conditions evaluates to permit.

3) Supermajority rule: the decision result is permit if more
than two-third conditions evaluate to permit.

The above example employs the “permit overrides” for

combining rulel and rule2 together, i.e.,

can_access(S, 0, E, A) := target(S, 0, A)
AND (rulel(S) OR rule2(S, E)).

This indicates that the access request is allowed if one of two
rules, rulel and rule2, returns true.

B. Cryptographic Representation of Policies

A structured approach is used to realize the translation from
the policy represented by the Boolean formula into (M, 7). The
bridge of this translation is the policy tree. By using (M, ),
the cryptographic policy can be produced dynamically by the
PolicyGen algorithm.

For clarity, we give a concrete example for the aforementioned
procedure in C-ABAC. Suppose our scenario works in the
medical diagnostic recording system (MDRS). In this system,
there are much sensitive data, such as patient logs, pharmacy
materials, ward records, etc. To enforce authorized access,
the policies are specified in the MDRS, e.g., a simple policy
(described above) is defined as follows:

can_access(S,0, A, E) := (Role(S) = Doctor OR
(Role(S) = Nurse AND Time(E) = Weekday)) AND
Object Name(O) = Ward Records AND

ActionI D(A) = Read.

As mentioned above, we make use of attribute name to define
the attribute Extractor for a given entity in {S, O, E, A}, e.g.,
Role(S) may be Nurse or Doctor for a subject S. In addition, we
use the symbol P; to name each predicate in policy from left to
right, e.g., P; denotes “Role(S) = Doctor,” P, denotes “Role(S)
= Nurse,” and so on.

At first, the access policy can be translated into a policy tree,
which is shown in Fig. 5. In the policy tree, the leaf node must
be a simple rule over attributes, and the inner node represents a
Boolean (AND or OR) operator. The content written in each leaf
node is the corresponding name (i.e., Py, Ps, ..., Ps).

Next, arandom value will be assigned to each (leaf and inner)
node of the policy tree. The secret £, chosen by the policy center
(see PolicyGen), is assigned to the root node. Then, the shares

3There exist different combination algorithms, e.g., first-applicable and only-
one-applicable, for various requirements. We only take common combination
algorithms as example to describe the translation from policy language to the
cryptographic policy.
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Py Py

tin ti2

Fig. 5. Policy tree of the given access policy.

of parent are specified to its child nodes, e.g., let 1, 2, and t3 be
three shares of ¢, and they are assigned to three children of the
root node, respectively. We repeat this process until all nodes
are assigned with shares, e.g., the shares 127 and t122 of ¢
are assigned to the leaf nodes P» and Ps, respectively. In Fig. 5,
these values are marked outside each node.

Then, we pick five random elements s1, s2, S3, S4, and S5
to produce the share-generating matrix M for the policy, as
described above. Considering an (n, n)-threshold access struc-
ture is the same as AND gates, the shares of ¢ are generated
by the Shamir’s threshold secret sharing scheme as follows:
let f(x) =t+ rox + r3z? denote a random polynomial of
degree 2, so that we have t; = f(s1), to = f(s4) and
ts = f(s5). Next, for an OR gate, we simple define t17 = t12 =
t1. Atlast, we build a polynomial g(x) = t12 + 42 to yield the
shares of t19, i.e., t121 = g(s2) = f(s1) + rase =t + ras; +
357 +ryso and tiog = g(s3) = f(s1) +ras3 =t +rosy +
r352 + r453. According to the values s1, S2, 3, 54, 55 and the
above equations, the share-generation matrix M can be gener-
ated as follows:
s1 82 0
S1 S S92
51 57 s3 |. “4)

sq4 85 0

Il
— = e

s s 0

We define the vector v = (¢, 79,73, 74), Where ro, 73, and ry
are randomly chosen, as mentioned above. Let Ay = M} - v
be the share of attribute Py (), where M), indicates the kth
row of matrix M. It is easy to see (A1,ro,As,Aq,Ah5) =
(ﬁu, 151217 t1227 t2, tg). Hence, we have

My
Mo
M-v=| Mz | (t,ra,r3,74)" = (A1, Ao, A3, Aa, A5) "
My
M;
(5
and the mapping function 7 is
1 23435
T = . (6)
1 2345
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Atlast, the result (M, 7) will be used in the PolicyGen algorithm
to generate the cryptographic representation Cy of policy I1.

C. Cryptographic Evaluation of Policies

In C-ABAC, policy evaluation is a cryptographic decision-
making process for the cryptographic policy based on (M, 7).
To illustrate this process, we will continue the above example
for the following request: the subject “John” who is a doctor
has an “Read” request for the file named “Ward Records” on
Monday. This means that three attribute assignments hold, i.e.,
Role(S) = Doctor, Date(E) = Weekday, and Name(O) = “Ward
Records.” These assignments ensure that the decision-making
results of Py, P4, and P;5 are true. Hence, the authorized set is
defined as U = {P1, Py, P5} in our example.

We now focus on the evaluation process in the Decrypt algo-
rithm. According to 7, we set I = {i : P(; € U} = {1,4,5}
and choose three rows Mi, My, and M5 of the matrix M
corresponding to P;, Py, and Ps as the reconstruction matrix.
Then, we see whether there exist wq, wy, and ws such that

wl'M1+LO4'M4—|—LL)5'M5:(1,0,0,0). (7)

In doing so, we plug the corresponding values of M7, My,
and M5 into the above equation, so that we acquire

M, 1 s1 s 0
(wi,wa,ws) - | My | = (wi,wa,ws) - | 1 s4 s7 0
M5 1 S5 Sg 0

— (1,0,0,0). ®)

As a result, the values wi, wy, and ws could be produced
efficiently in a polynomial time by using the Inverse of Vander-
monde’s Matrix, and the result is shown as follows:

Wi = (5175321755)
Wyg = (3475?3?24755) . (9)

Ws = (55—33‘;:5—(94)
Hence, for the shares A1, A4, and A5 corresponding to Py, Py,
and P, the secret ¢ can be computed according to (5) and (8) as

follows:
Zwi)w‘, = wiry + Wiy + wshs
il
= (w1, wa,ws) * (A1, ha,25)"
M,y

M,
M;

= (wlaw47w5) : : (t,T27T37'I"4)T

= (1,0,0,0) - (t,ra, 73, 74)T
—t.

This result can be used to compute the value h*! by us-
ing [[;c; my" = (h®)2ier@i% = het for given values {m; =
(h®)*i};cr. Furthermore, the session key ek will be retrieved
from h%!, and the encrypted file “Ward Records” is decrypted
by using ek. At last, the doctor “John” is able to read this file.
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V. SECURITY ANALYSIS

A. Security Assumptions

Four common complexity assumptions, including CDH,
SDH, eBDH, and eGDHE, are used to ensure the security of
the C-ABAC scheme. First of all, considering a cyclic group G
of order p and a randomly chosen generator G in it, we define
the CDH assumption [16] as follows.

Definition 5.1 ((¢,t)-CDH assumption): We say that the
(¢,t)-CDH assumption holds if no ¢-time algorithm A has
advantage at least € in solving the CDH problem in G, i.e.,

Ad’UCDH(A) = PI‘[.A(G, Gx, Gy) = Gmy] <e€

where the probability is over random choices of z, y in Z,.

In our C-ABAC scheme, the unforgeability of attribute Token
will be ensured under the SDH assumption [17], which is defined
as follows.

Definition 5.2 ((¢,t,q)-SDH assumption): We say that the
(e,t,q)-SDH assumption holds if no ¢-time algorithm A has
advantage at least € in solving the ¢-SDH problem in G, i.e.,

Advg-spn(A) = Pr {A(G, (G} ) = (a, Gﬁ)} <e

where the probability is over the random choice of  in Z,.

The existential policy unforgeability against COA will be
proved by using the following eBDH assumption.

Definition 5.3 ((e,t)-eBDH assumption): We say that the
(e,t)-eBDH assumption holds in S, if no ¢-time algorithm A
has advantage at least € in solving the decisional eBDH problem
inS,ie.,

PrlA(J, T)=1:T €r Gr]—

Adveppn(A) = | p LT A7, T) = 1: T = e(G, H)™]

<e€

where J = (G, H,G*,G*,G"/¢, H**), and a,b, c € Z},.

Finally, a new complexity problem, called the eGDHE prob-
lem, is proposed to prove the semantic security of the C-ABAC
scheme on the bilinear map group system S. This new problem
is constructed and defined by extending the general Diffie—
Hellman exponent problem [18], as follows.

Definition 5.4 ((e,t,n)-eGDHE assumption): Let 3,y €L,
be two secret random variables. The polynomial f(X) =
[T, (X 4+ 7;) is constructed on the known set {7;}_,, and
7 & {7}, is aknown constant (i.e., (X + 7) t f(X)). We say
thatthe (e, ¢, n)-eGDHE assumption holds if no ¢-time algorithm
A has advantage at least € in solving the eGDHE problem in
S = (p, Gl, Gg, GT, (-Z(-7 )), i.e.,

Advegpug(A)
AL, T)=1:

: TERGT a
AL, T)=1:

<e
T =e(G, H)ﬁ’yf(ﬁ)]

where £ = (G, H,G?, {HP"'}_,, (r,GP+7)7)); G and H are
the generators of groups G and G, respectively.
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By using the following theorem, we can prove that the e GDHE
problem is secure for our scheme on a cyclic group of order p
for a large prime p.

Theorem 5.5: For any algorithm A that makes a total of at
most g queries to the oracles computing the group operation and
the bilinear pairing, the advantage of A breaking a given eGDHE
instant is Advegpug(A) < %
d=2n+2.

, where s = n + 4 and

B. Security Analysis

Multiple authorities, as far as federal autonomy and decen-
tralized administration are concerned, will be an important
mechanism for the identification and authentication of users in
their own area. This is beneficial for the promotion of inter-
regional cooperation in the distributed ABAC system. In such
a setting, each user should be authenticated before entering the
system, and the authentication methods are various and chosen
on demand, e.g., smart card, PIN code, and credential biometric
(fingerprint, iris, etc.). This kind of authentication is unrelated to
the C-ABAC system, and it is unnecessary for the user’s private
key.

As far as the general cryptosystem is concerned, the semantic
security [19] is a standard notion to explain that the ciphertext
cannot reveal any information to the adversary, and the security
of decryption key will not be taken into account. In contrast, our
C-ABAC scheme is utterly different from the general cryptosys-
tem because the decryption key has been replaced by a temporary
attribute Token. In this setting, it might bring a new risk as a result
that the adversary can get a great deal of expired Tokens, so as to
learn the secret hidden in these Tokens and thereby counterfeit
new valid Tokens. Therefore, the security of attribute Tokens
must be guaranteed and proved for our C-ABAC system at first.
Beyond that, we also require that the scheme achieves semantic
security for a specified policy.

The unforgeability is a typical requirement for C-ABAC
system in order to ensure the security of Tokens. More precisely,
this requirement can be expressed as: for a certain entity X, it
is computationally infeasible for a different entity X* to forge
an attribute Token Ty, - for nonce 7 and attribute a that belongs
to the entity X. Moreover, it is still unable to make a forgery
of new Tokens even if the adversary learned a large number of
existential Tokens. In terms of the different ways of forgery,
the unforgeability of attribute Tokens can be divided into two
categories, CAAs and CNAs, in the C-ABAC scheme. We will
then analyze each of these attacks separately.

1) Unforgeability Against Chosen-Attribute Attacks: It is
said that the attribute Tokens have existential unforgeability
against chosen-attribute attacks (EUF-CAA) when it can assure
that the attacker cannot generate new Tokens under a designated
attribute even if he has learned a lot of Tokens issued previously.
In other words, this means that an attacher, who picks up many
Tokens for different attributes by his choice, could not forge
a Token for a new attribute. The EUF-CAA property can be
expressed as an interaction process between an adversary and a
challenger for a certain nonce 7, where the challenger may be any
entity s in {5, O, E, A}. This process is described as follows.
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1) Setup: The challenger runs setup. It gives the adversary
the public key pk,, but keeps the private key sks by
itself.

2) Token queries: The adversary issues Token queries for
{a;}}_,. For each query a;, the challenger responds by
running TokenGen to generate a Token T7,, , of a; and the
given nonce 7 and sending Ty, - to the adversary.

3) Output: The adversary outputs a triple (a*, 7, Ty ;). The
adversary wins if T,- ; is a valid Token of (a*, 7).

The attribute Token is said to be existential (e,q,t)-
unforgeable if no ¢-time adversary .4 making at most ¢ queries
has advantage at least € in the above interaction process,
i.e., AdvEUE 5S84 (A) < e. Our scheme satisfies the following
theorem.

Theorem 5.6 (EUF-CAA security): In our C-ABAC scheme,
the attribute Token is existentially (e, ¢, t)-unforgeable against
CAA under the (¢, t")-CDH assumption, where ¢’ <t + ¢ - tg
and ¢ is the time of one Token query.

2) Unforgeability Against Chosen-Nonce Attacks: It is said
that the attribute Tokens have existential unforgeability against
chosen-nonce attacks (EUF-CNA) when it can assure that the
attacker cannot generate new Tokens under a designated nonce
even if he has learned a lot of Tokens issued previously. In other
words, this means that an attacher, who picks up many Tokens
for a set of nonces by his choice, could not forge a Token
for new nonce. The EUF-CNA property can be expressed as
an interaction process between an adversary and a challenger,
where the challenger may be any entity s in {S, O, E, A}. This
process is described as follows.

1) Setup: The challenger runs setup for a nonce set
T = {7 }{_, chosen by the adversary. It gives the adver-
sary the resulting public key pk,, but keeps the private key
sk by itself.

2) Token queries: The adversary issues Token queries for
{ai,7;}1_, and 7; € T. For each query (a;, 7;), the chal-
lenger responds by running TokenGen to generate a Token
T,, +, of a; and 7; and sending T, , to the adversary.

3) Output: The adversary outputs atriple (a*, 7%, T+ ;). The
adversary wins if Tg- .- is a valid Token of (a*,7*) and
TET.

The attribute Token is said to be existential (e,q,t)-
unforgeable if no ¢-time adversary A making at most ¢ queries
has advantage at least ¢ in the above interaction process,
ie., Advg‘jig%A(A) < ¢. Our scheme satisfies the following
theorem.

Theorem 5.7 (EUF-CNA security): Inour C-ABAC scheme,
the attribute Token is existentially (e, ¢, t)-unforgeable against
CNA under the (¢, g + 1,¢')-SDH assumption, where ¢ < ¢ +
q - tg and tg is the time of one Token query.

3) Policy Unforgeability Against Chosen-Object Attacks: It
is said that the cryptographic policies have existential unforge-
ability against chosen-object attacks with policy queries (EUF-
PQ-COA) when the attacker cannot generate new cryptographic
policies under a designated object even if he has learned many
cryptographic policies related to other objects. This kind of
unforgeability can be expressed as the following interaction
process.
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1) Setup: The challenger runs setup to generate the public—
private keys of each entity in S. It gives the adversary the
resulting public keys pks.

2) Learning: The adversary makes at most n times policy
queries for any object o € {o;};" and 7 € {7;}}_;. For
each policy query (II, 7), the challenger runs the Encrypt
and PolicyGen algorithms to generate Cry and sends it to
the adversary.

3) Challenge: The adversary declares the object o* he wants
to attack, where o* ¢ {0;}"_;. The challenger runs En-
crypt to generate the ciphertext Cy- of session key ek*
corresponding to o* and sends C,- to the adversary.

4) Output: The adversary outputs a triple (IT*,7*, Cp+),
where 11" ¢ {II;};"; and 7° ¢ {7;}}_;. The adversary
wins if Cpy- is valid for (IT*, 7%, Cp+ ).

The cryptographic policy is said to be existentially (e, n, t)-
unforgeable if no ¢-time adversary .4 making at most
n times policy queries has advantage at least € in the
above interaction process, i.c., Advg- s pas <O (A) < €. The
cryptographic policy in our scheme satisfies the following
theorem.

Theorem 5.8 (EUF-PQ-COA): In our C-ABAC scheme, the
cryptographic policy is existentially (e, n, t)-unforgeable with
at most n times policy queries against COA under the (e, t)-
extended bilinear Diffie-Hellman assumption.

4) Semantic Security for Designated Policies: In this sub-
section, the semantic security of ciphertext will be analyzed
for a designated policy. The reason for this is to state clearly
that the ciphertext cannot reveal the hidden information to the
adversary if he does not have the ability to obtain the permit
from the designated policy. In this setting, the C-ABAC system
has two significant discrepancies in comparison with the normal
semantic security: one is the adversary’s ability of learning many
attribute Tokens, and the other is of learning the ciphertext with
the policy designated by the adversary.

Considering the well-known equivalence relation between
indistinguishability and semantic security, we present a new
notion, called the indistinguishability with Token queries against
chosen-plaintext attacks, to improve the normal semantic secu-
rity [12]. The purpose for proposing this new notion is that it
can better meet the requirement of two above discrepancies for
our C-ABAC system. Furthermore, the detailed definition of this
notion can be described as follows.

1) Setup: The adversary declares the challenged policy II*
and the nonce 7. For a certain entity s in S and policy
center P, the challenger runs Setup and gives the adversary
the public keys pks, pkp.

2) Learning: The adversary makes at most n times Token
queries to the TokenGen algorithm for any attribute and
nonce 7;, as well as cryptographic policy queries to the
PolicyGen algorithm for any policy and nonce 7;, where
i€[l,n]and 7; # 7.

3) Challenge: The adversary sends two chosen messages 1m
and m; to the challenger. The challenger randomly picks
o € {0, 1} and runs the Encrypt to produce the ciphertext
C, of the message m,. Then, it invokes the PolicyGen
algorithm to acquire the cryptographic representation C'y+

IEEE TRANSACTIONS ON RELIABILITY, VOL. 68, NO. 4, DECEMBER 2019

of the policy II* and 7. At last, the challenger sends
C* = (C,, Ch+) to the adversary.

4) Response: The adversary outputs o* € {0, 1} as a guess.
The adversary wins the interaction process if and only if
o* =o.

We say that a C-ABAC scheme is semantically (e, ¢, n)-secure
if no ¢-time adversary .4 making at most n_queries has advan-
tage at least € in the above game, i.e., Advp Apas © (A) =
|Pr[o* = 0] —1/2| < e. Our scheme satisfies the following
theorem.

Theorem 5.9 (Semantic security): For a specified policy un-
der a certain entity, our C-ABAC scheme is semantically
(e,m,t)-secure with n times Token queries against chosen-
plaintext attack under the (e, n,t')-eGDHE assumption, where
t'<t+n- tg.

The proof of theorems, including Theorem 5.5-5.9, can be
found in the supplemental material.

VI. PERFORMANCE EVALUATION

We provide a detailed performance evaluation and analysis for
our scheme based on the experimental results from our prototype
system in this section. Based on these research studies, we will
bring insight into the effectiveness and practicability of our
C-ABAC model.

A. Complexity Analysis

There is no doubt that the complexity of C-ABAC will be
increased due to the introduction of new cryptographic mecha-
nisms, including the following.

1) The plaintext policy is substituted with the cryptographic

policy in order to prevent policy counterfeiting.

2) The plaintext-based attribute assignments are replaced by
attribute Tokens for avoiding attribute forgery.

3) The decision-making process of the policy is performed
in a cryptographic way, which improves the trustiness of
decision result.

4) The access operations would be enforced after receiv-
ing a specified authorized information and valid resource
decryption.

The above security enhancements are maintained at the
expense of computation and storage overheads. Exactly, the
overheads of PGU and TGU increase the new overheads of Poli-
cyGen and TokenGen algorithms besides the original overheads
of PAP and PIP, respectively. Moreover, the overheads of RDU
and PDU are increased considering that the Decrypt algorithm
is introduced to PEP and PDP. For the sake of clarity, the perfor-
mance evaluation of these algorithms is presented as follows.

The computational complexity of the C-ABAC scheme is
presented in Table I. For clarity, we give several notations to
express the running time of different operations in our pro-
totype system. Let F(G1), E(Gs2), and E(Gr) express the
exponentiation operation in Gq, Go, and G, respectively.
M (G1) denotes the multiplication in G;. B denotes the bilinear
pairing e : G; X Go — Gop. Itis easy to find that the computa-
tional overheads of Setup and Encrypt are constant, while the
computational overheads of PolicyGen, TokenGen, and Decrypt
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TABLE I
COMPUTATIONAL COMPLEXITY OF THE C-ABAC SCHEME

Computational complexity

Setup E(G1) (each entity)
Encrypt E(G1)+ B+ E(Gr)
PolicyGen E(G1)+1-(BE(G1)+ M(G1) +3E(G2) + B)
TokenGen E(G2) (each attribute)
Decrypt |I|- (B+ E(G2))+ B
TABLE I
STORAGE COMPLEXITY OF THE C-ABAC SCHEME
Storage/communication complexity Bytes (k = 80 bits)
pks lg, (each entity) 40
sks lZ; (each entity) 20
Cep lGT + lGl 120
Cn lGl +1- (lGl + ZGT) 40+120 1
Ta,r lg, (each attribute) 40
ek lgp 80

are directly proportional to the number [ of attributes (or literals)
in the policy or the number |I| of elements in the set I (see
Sections III-B5 and IV-C).

The storage complexity of the C-ABAC scheme is presented
in Table II. In this table, the sizes of elements in Z;, G, Ga,
and G are denoted as lZ;, lg,,lg,, and g, respectively. We
neglect the operations in Z,, XOR operation, as well as matrix
multiplication operation, since they are much more efficient than
exponentiation and pairing operations. As shown in Table II,
the storage overheads of each entity’s public—private keys and
ciphertext of session key are constant and short. Moreover,
the communication overheads of PolicyGen and TokenGen are
directly proportional to the number [ of attributes (or literals) in
the policy.

To evaluate the storage/communication overheads, we take
x = 80 bits as the security parameter. In this setting, the elliptic
curve domain parameters over I, is defined as |¢| =2k =
160 bits and lZ; = 2k = 160 bits [20], [21]. We construct
the bilinear map group system from the supersingular curve
Y? = X3 + X inF,, such that we have I, = lg, = 4k = 320
bits and [g, = 8k = 640 bits when the embedding degree is
2. According to these parameters, we give the exact storage
overheads for the cryptographic parameters in Table II. It is easy
to see that the storage complexity is rather small. In particular,
the size of Cy is merely 12 kB for [ = 100.

B. Experimental Results

We have presented an implementation of our C-ABAC system
by constructing an experimental prototype system. Our devel-
opment of this system consists of two subsystems: ABAC sub-
system and cryptographic subsystem over the former. Moreover,
we fully utilize some existing systems in order to speed up our
development.

For implementing the ABAC subsystem, we used a spring
security framework* and its expression language spring expres-
sion language (SpEL). SpEL is a modeling language [22], like

“https://github.com/mostafa8eltaher/ AbacSpringSecurity
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secureUML and XACML, that can be used to express ABAC
access model based on rules and policies. For storing policies,
we have used in-memory and static JSON file, in which each rule
consists of name, description, target, and condition. At present,
we have established more than 100 rules.

The implementation of the cryptographic subsystem was
constructed in Java totaling almost 2000 lines of code. The cryp-
tographic algorithms worked on the java-pairing-based cryp-
tography library. By using this library and one Intel CPU, the
pairings can be computed in about 18.5 ms based on a 224-bit
MNT elliptic curve (x = 112 bits).

We have designed an experimental policy set to evaluate our
system. In this set, each policy, represented as a Boolean logic,
is built on a random combination of rules over rule library.
Moreover, the performance experiments were performed using a
special test routine more than 500 lines of Java code. The number
of attributes is defined as IV in an experimental policy. In each
experiment, the message was encrypted using an experimental
policy that was formed by some AND and OR gates with [V
distinct attribute conditions, where N was changed from 1 to 20.
Then, the corresponding ciphertext is decrypted successfully by
providing a group of valid attribute assignments.

The results of experiments for five algorithms in the C-ABAC
scheme are shown from subgraphs (a)—(e) in Fig. 6. In each
subgraph, we illustrate the actual time consumption (y-axis)
under the different number of attributes (from 1 to 20) involved
in experimental policies (z-axis). From the experimental results,
itis easy to find that the time consumptions of Setup and Encrypt
are constant-size with little fluctuation, in subgraph (a) and (b),
respectively. The time consumptions of PolicyGen, TokenGen,
and Decrypt depend linearly on the number of attributes in the
experimental policy, as shown in subgraphs (c)—(e), respectively.
We finally present the total time consumption of the whole
C-ABAC system (including the time consumption of ABAC
subsystem) undergoing the same experiments in subgraph (f).

In our C-ABAC system, attribute Tokens are dynamically
generated by multiple authorities; therefore, for a given number
of Tokens, this kind of multiauthority would be beneficial for
load reduction when the number of authorities increases. We
have done the experiments on the whole system to test the
time consumption of the TokenGen algorithm under multiple
authorities (two, four, six, and eight authorities, respectively).
And the experimental results, composed of four colored curves,
are shown in Fig. 7. From this figure, it is easy to see that
the average time of the TokenGen algorithm is decreased with
the increase of the number of authorities from two to eight.
Exactly, the time consumption of TokenGen is just 0.66 s for
100 attributes under eight authorities, while it is 1.47 s under
two authorities. To further improve performance, a parallel or
fast algorithm over an elliptic curve could be used as a better
solution. To sum up, our experimental results show that the
C-ABAC system is lightweight and has low complexity.

C. Comparisons With Related Work

In Table III, we compared our C-ABAC scheme with KP-
ABE, CP-ABE, and MA-ABE from nine aspects. First, both
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TABLE III
COMPARISON BETWEEN EXISTING ABE SCHEMES AND C-ABAC

CP-ABE [23]

KP-ABE [10]

MA-ABE [24] C-ABAC

ABAC model

Attribute type

Presentation of attribute
Authorization of attribute value
Policy provider

Generation of policy ciphertext

Presentation of policy
Ciphertext size

Private key size

Centralized
Subject, object
Private key
KDC
Data owner
Encryption

Ciphertext
O(n)
O(lA])

Centralized

Subject, object

Distributed Distributed

Subject, object,

Subject, object Action, environment

Ciphertext Private key Attribute token
Multiple Multiple
Data owner authorities attribute entities
User manager Data owner Policy center
. ati ; After
Private key generation Encryption access request
Private key Ciphertext Object ciphertext
O(lA]) O(n) O(n)
O(n) O(JA]) -

The time consumption of TokenGen algorithm

Fig. 7.
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CP-ABE and KP-ABE can only support a centralized ABAC
model, while MA-ABE and our C-ABAC scheme can support
the distributed ABAC model. Second, in terms of difference
of supported attributes, our scheme supports four kinds of
attributes, including subject, object, action, and environment
attributes, while other three schemes can only support subject
and object attributes. Next, in both CP-ABE and MA-ABE, the
attribute credentials are bound with the user’s private key, but
they are bound to the ciphertext in KP-ABE. However, in our
scheme, these credentials are bound into attribute Tokens, which
are dynamically changed along with time. Finally, the authoriza-
tion institute of attribute credentials is the key distribution center
(KDC) in CP-ABE, is the data owner in KP-ABE, is multiple
authorities in MA-ABE, and is multiple attribute authorities in
our scheme.
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In the aspect of the access policy, the policy is derived from the
data owner for both CP-ABE and MA-ABE before encryption
and is bound with the ciphertext. Also, the policy is designated by
the user manager for KP-ABE before private key generation and
is bound with the user’s private key. However, the policy will be
extracted from the policy center for every access request in our C-
ABAC scheme and is bound with object’s ciphertext at runtime.
Moreover, as shown in Table III, the storage complexities of
ciphertext and private key are also described for each scheme,
where n is the number of literals in policy, A is the attribute set,
and |A| is the number of attributes in A. It is easy to see that
the ciphertext size in CP-ABE, MA-ABE, and our C-ABAC
scheme is O(n), while it is O(]A|) in KP-ABE. The size of the
private key is O(|A|) for both CP-ABE and MA-ABE and is
O(n) for KP-ABE. Especially, there does not exist the user’s
private key in our C-ABAC scheme; the attribute credential is
associated with attribute Token, which is generated dynamically
by multiple attribute authorities after the access request.

VII. CONCLUSION

Aiming at the security threats of existing ABAC systems in the
distributed open environment, we designed a new secure ABAC
model, called C-ABAC, to support provable decision making
of access policies and verifiable attribute credentials. Moreover,
this model can support dynamic policy extension and real-time
attribute Token in comparison with existing ABEs. In addition,
we developed a practical C-ABAC scheme that was proved to be
secure with unforgeability of policy and Token. Finally, we give
the performance evaluation of the C-ABAC scheme according
to complexity analysis and experimental results.
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